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3AXHUCT IH®OPMAIIIl B KOMIT'IOTEPHUX MEPEXKAX

Po3gumok /A10Ka/AbHUX 1 2106AAbHUX KOMN'IOMEpHUX MepexC 36i1bWye pu3uku nepexonseHHs1 KOH@PioeHYiliHOT
iHopmayii. B po6omi npoana.izoeani po3noaciodiceHi memodu 3axucmy iHgpopmayii. [lokazaHi cnocobu 8UKOpUCMAHHS
MidcMepesxcesux eKpaHie 3 Memow CmeopeHHs 0eMinimapu308aHoi 30HU 015 3axucmy cepeepie 8i0 HEeCaHKYIOHO8AHO20
docmyny. PoseasiHymi eapiaHmu cmeopeHHs1 8ipmya/nbHUX NPU8AMHUX Mepexc, Wo 003801910Mb 06'cdHamu JeKiibKa
eeoepaghiuHo iddasieHuUx mepedxc op2aHizayii 8 EQUHY Mepexrcy 3 BUKOPUCMAHHAM 24106a/1bH020 iHgopmayiliHozo npocmopy
6e3 cmeopeHHs1 000amkosux KaHa.ie 38’s3Ky. 3axucm iHgopmayii moxcHa 3dilicHroeamu Ha pigHi npozpamHo20 060
anapamHozo 3abe3neyeHHs. [lAsi nidguwjeHHs pigHs1 3axuwjeHocmi iH@PopmayiliHux pecypcie HeobxidHO noedHysamu
BUKOPUCMAHHS MidCMepeNcesux eKpaHie 3i CmeopeHHAM 8ipmyaibHUX NPUBAMHUX MEPEKC.
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INFORMATION PROTECTION IN COMPUTER NETWORKS

Abstract - Development of local and global networks increases the risk of interception of confidential information. The article
analyzes common methods of data protection. The authors have shown how to use firewalls to create a demilitarized zone to protect the
servers from unauthorized access. The versions of creation of virtual private networks have been studied that can combine some
geographically distant networks in one network using global information space without creating additional connection channels.
Information security can be made at the level of software or hardware. A firewall protects the perimeter of the local network and virtual
private network protects information while sending it by means of a global network. To enhance the security of information resources using
of firewalls should be combined with creation of virtual private networks.
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Introduction of information technologies in production requires significant attention to questions of
technical protection of information, as interception of confidential information may occur. Questions of technical
protection of information are divided into two large classes of problems [1]:

- information protection from unauthorized access;

- information protection against leakage by technical channels. Technical channels are channels of
spurious electromagnetic emissions, acoustic channels, optical, etc.

Protection from unauthorized access can be exercised in different components of the information system:
the applied and system software; hardware of servers and workstations; communication equipment and connection
channels. Using of firewalls is prospective to block attacks from the external environment and using of intrusion
detection systems (IDS) is prospective to detect unauthorized access from outside and inside the network.

Information protection against leakage by technical connection channels is provided by using of shielded
cable and shielded constructions; establishment of high-frequency filters on line connections, etc.

Methods of information protection in global networks

Information protection in local networks is necessary for all companies that store and process the
information in the information systems.

To ensure reliable protection of corporate information resources of the system we should use modern
technologies of information protection:

- cryptographic data protection;

- use of management infrastructure by PKI (Public Key Infrastructure);

- authentication technologies to control users and network objects through the use of one-time
passwords, tokens (smart cards, USB-tokens) and other means of authentication;

- access control on user level and protection from unauthorized access to information;

- firewall technology to protect the corporate network from external threats while connecting to public networks;

- technology of virtual protected channels and networks VPN to protect information, transmitted through
open communication channels;

- technologies of protection from malware and spam using complexes of anti-virus protection.

Information security in corporate and wireless networks provides the ability to detect and prevent attacks
directed on the network infrastructure of the company, to exclude the possibility of leakage of confidential
information, reduces the risk of unauthorized connection to infrastructure and the use of corporate resources,
provides an opportunity to objectively evaluate the state of safety and to take the necessary measures that will
increase the protection of the resource.

Information security by using the firewall

A firewall is a complex of hardware or software that controls and filters network packets passing through it,
according to the specified rules. The firewall has two main objectives: protection from penetration into the computer
from the outside (evil) and protection against unauthorised data transfer from a computer to the network [2].

Firewalls are usually installed at the entrance of the network and are divided into internal (private) and
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external (shared). One of the key rules of building a secure network configuration is to establish all network objects that
need to share information, and type of generated traffic. All other traffics between these objects must be rejected.

Consider the protection of information on the example of the demilitarized zone (DMZ).
Demilitarized zone is the technology of the protection of information perimeter, in which the servers that respond to
requests from the external network, are in a particular network segment (known as the DMZ) and limited in access
to basic segments of the network by a firewall, with the aim to minimize damage in case of unauthorized access to
one of the public services.

It is expedient to allocate the company's servers in a separate network protected from Internet users and
internal users. Fig. 1 shows two possible outcomes: a DMZ is located between the two firewalls and DMZ is located
on one of the ports of the firewall.
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Fig. 1. Examples of network building protected from hacking

Firewall doesn't protect network hubs from penetration because of programs’ vulnerability; does not
protect against many threats within the local network, first of all data leakage; does not protect you from
downloading malicious software, including viruses. That is it protects the perimeter of the local computer network.

Using of virtual private networks

More powerful device of traffic security is virtual private network (VPN). This network creates for a user
imagination that his private network exists within the world network. One of the basic properties of such private
network is secure traffic from attacks. Technologies for VPN data security are divided into two classes: the data
encryption technologies and traffic separation technologies. First class of technologies is based on a secure
communication channels, uniting more customer networks. Representative of this VPN class is IPSec VPN
technology.

The second class of VPN technologies is based on the technique of permanent virtual channels (PVC) that
allows to reliably separate the traffic of one client from others. In this case, the encryption is not needed because one
of the permanent virtual channel is not possible to attack another PVC. Virtual private networks of this class are
constructed on the basis of technologies: ATM, Frame Relay, MPLS.

The main purpose of the IPSec (Internet Protocol Security — protected protocol IP) is to ensure the safe
transfer of data over IP networks. IPSec using ensures the integrity, authenticity and confidentiality of data. The
underlying technology, that allows achieving it, is encryption. The protocol operates on the third layer of the OSI
model and can be used by Internet applications to transmit information.

VPM can combine, for example, several geographically distant organization's networks into a single
network with the use of the global network.

An example of virtual network creating is encapsulating PPP in some other protocol — IP (this
implementation is also called PPTP — Point-to-Point Tunnelling Protocol) or Ethernet (PPPoE). Some other
protocols also provide the ability to create secure channels (SSH).

VPM consists of two parts: the "internal" (under control) network and "external" network with
encapsulated connection (usually the Internet is used).

Connection of remote user to VPN is done by using a server that is connected to both (internal and external
— public) networks. In the case of remote user connection (or connection with the other protected network) access
server requires the completion of the identification process, and then the authentication process. After successful
completion of both processes, the remote user (remote net) is authorized to work in the network, then there is the
authorization process. An example of virtual private network creating is shown in Fig. 2.

VPN connection always consists of point-to-point channel, also known as the tunnel. The tunnel is created
in an unprotected network, which is often the Internet. Point-to-point connection is established between the two
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through one device that simplifies Fig. 2. Creation variants of virtual private networks

management of security and control policy
of inbound and outbound network traffic. If there is a gateway, the user connects to it, then the user will have access
to the network.

There are many variations of VPN-gateways and VPN-clients. It can be a hardware device or software that
is installed on the router or PC. For example, OS FreeBSD comes with the software to create a VPN-gateway and
configuration of the VPN-client. Own VPN-solutions exist for software of Microsoft.

Regardless of the used software, all VPN work on the following principles:

- each hub identifies each other before creating a tunnel to ensure that the encrypted data will be sent to
the appropriate hub;

- both hubs require predefined policy that specifies protocols that can be used for encryption and data
integrity;

- hubs compare policy to arrange the used algorithms; if it is not done, then the tunnel is not established;

- as soon as an agreement concerning algorithms is reached, the key is created that will be used in a
symmetric algorithm to encrypt and decrypt data.

There are four basic ways to build a VPN that conventionally depicted in Fig. 2.

1. Version "Intranet VPN", which allows combining into a single protected network several distributed
branches of the same organization, interacting through open communication channels.

2. Version "Remote Access VPN", which allows to implement a secure communication between the
corporate network (central office or a branch) and a single user who is connecting to corporate resources from home
(home user) or through laptop (mobile user). This option differs from the first one by the fact that the remote user, as
a rule, does not have a static address, and he connects to the resource protected not by a dedicated VPN device, but
right from his own computer with installed software that implements the functions of the VPN. In some cases, to
implement a VPN SOHO (Small Office — Home Office) devices are used that do not require a complex
configuration. Such devices are now widely spread abroad.

3. Version "Client / Server VPN", which provides protection of transferred data between two hubs of the
corporate network. The feature of this variant is that the VPN is built between hubs, that usually are in the same
network segment, for example, between the workstation and the server. This need very often occurs in cases, when
some logical networks must be created in one physical network.

4. Version "Extranet VPN" is intended for those networks that are accessed by external users (partners,
customers, clients and so on), the level of trust to them is much lower than to the employees.

Conclusions

Depending on the size of organization and the required level of security various means of information protection
can be applied to. It is better to use firewalls for small businesses that use up to a dozen hubs. Systems that provide
operative management of local firewalls and support virtual private networks are preferable for large enterprise.

A firewall protects the perimeter of the local network, and VPN protects information while sending it by
means of the global network. So we have to use VPN and firewalls to ensure the necessary level of protection of
information resources. The ideal solution is to combine in one device the functions of the firewall and VPN.
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