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XMeNnbHUIBKHN HALIOHAIBHUH YHIBEPCUTET

MOBYJIOBA AJITOPUTMY IICEBJIO-UMOBIPHICHOT'O
NN PPYBAHHA HA OCHOBI bJIOKOBUX IIUDPIB

Posznsdaembess  supiweHHs 3a80aHb  3a6e3neveHHs iHPopmayiliHoi 6e3neku cydacHux iHpopmayitiHo-
mesiekoMyHIKayitiHux cucmem, docums WUPOKO 3ACMOCOBYIOMbCSl CUMEMPUYHI 3axucHi nepemeopeHHs iHopmayii. Januil
8ud nepemgopeHb nepemaeoproe 8UXiOHI mekcmu 8 ncesdogunadkogi nocaidosHocmi 3Hakis 3aexcHo 8id desikoi iHgpopmayii
nopigHaHo man02o obcsizy (8i0 Karoua) HeAOCMYnHOKW NOMEHYIiHOMY NOpywHUKY. 3a3euyail nid 4ac oyiHIEAHHS pIeHs
be3neku, 3a6e3ne1y8aHoi a120pummamu 3axUCHUX nepemeopeHsb, NPUUMAEMbCsi Modeab NOPYWHUKA, 8 AKIU 88aiAEMbCS,
Wo Ka04 € Hegidomum nopywHUKy. [lpome nopisHsiHo HedasHO 6y/10 0aHO 06IPYHMYBAHHA AKMYA/NbHOCMI po324510y mak
36AHUX aMAkK 3 NPpuUMycoM 00 pO3KpUMms KAK4d i 3anponoHo8aHo 3azaabHull nidxid do 3axucmy eid makux amak, sKui
no/sieae y 3acmocys8aHHl 3aXUCHUX a/120pummis, wo gopmyroms nepemeopeHutl mekcm, sikuti donyckae HeoOHO3HAa4He
8i0HO8/1eHHS1 OCMUCAeH020 meKkcmy. [IpakmuyHa eajxc/Aueicmb 3aXUCHUX NepemeopeHb mako20 muny 8 nepuly 4epay
noe'sizaaHa 3 modxcausicmio peasaizayii Ha ix ocHoei MexaHizmie 3axucmy iH@opmayii Hogozo muny, ki 00380/4510Mb,
30Kpemd, HANpAagumMu NOpPYWHUKA NOMUAKOBUM WJAAXOM [ Has'sizaamu tiomy Henpasdugy iHgopmayiro. IIpedmemom
docnidxceHHs € MeXaHizmu, npumimueu, a/A20pumMmu md NpomoKoAU 3AXUCHUX nepemeopeHb [ aymeHmudikayii
iHopmayii e 3acobax i cucmemax iHpopmayitiHoi 6Ge3neku. Mema daHoi pobomu nossieae y nidsuwjeHHi pigHs
iHopmayiiiHoi 6e3neku iHPopmayiliHO-meaeKOMYyHIKAYIUHUX MeXHO0102il 3a pAaxyHOK noJjinuwieHHsi npodyKkmueHocmi
eapianmie peasizayii nceedo-liMOGIPHICHUX 3AXUCHUX NnepemeopeHb, npudamuux 0/5 anapamHoi ma npozpamHoi
peasizayii 6 3acobax 3axucmy iHgpopmayii.

Kawuosi caosa: ncesdo-timosipHicHe wugdpysarHs, 6aokosi wugdpu, iHgopmayiiiva 6e3neka, iHPopmayitiHo-
meieKOMYHIKaQYiliHi cucmeMmu, K104, a120pumm, 3aXucHi nepemeopeHHsI.
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CREATION OF AN ALGORITHM OF PSEUDO-PROBABILISTIC
ENCIPHERING ON THE BASIS OF BLOCK CODES

Symmetric protective transformations of information are rather widely applied to the solution of problems of ensuring
information security of modern information and telecommunication systems. This type of transformations will be transformed by source
texts to the pseudorandom sequences of signs depending on some information of rather small volume (from a key) is inaccessible to the
potential violator. Usually at assessment of level of safety ensured by algorithms of protective transformations the model of the violator in
which it is considered that the key is unknown to the violator is accepted. However rather justification of relevance of consideration of the so-
called attacks with coercion to disclosure of a key has been given recently and the general approach to protection against such attacks which
consists in application of protective algorithms which form the transformed text which allows ambiguous recovery of the intelligent text is
offered. Practical importance of protective transformations of this kind first of all is connected with a possibility of realization on their basis
of mechanisms of information security of new type which allow to direct, in particular, the violator on a false way and to impose him false
information. Object of research are mechanisms, primitives, algorithms and protocols of protective transformations and authentication of
information in means and information security systems. The purpose of this work consists in increase in level of information security of
information and telecommunication technologies due to improvement of productivity of options of realization of pseudo-probabilistic
protective transformations suitable for hardware and program realization in means of information protection.

Key words: pseudo-probabilistic encryption, block ciphers, information security, information and telecommunication systems, key,
algorithm, protective transformations.

IocTraHoBKa 3aBAaHb. TeopeTWdHa 3HAYYIIICTH POOOTH TONATaE B PO3POOII METONIB MOOYIOBU
NPOAYKTHBHHUX AITOPUTMIB 3aXHCHHX II€PETBOPEHb 3 albTEPHATUBHUM BiJHOBJICHHAM BHUXIIHOTO INOBiTOMJIEHHS,
IO 3aJI0BOJILHAIOTH KPUTEPII0 OOYMCIIOBAIBHOI HEIOMITHOCTI BiJf IMOBIPHICHOTO MNEPETBOPEHHS 1 BOJOMAIIOTH
JIOCUTh BUCOKOIO NPOAYKTHUBHICTIO. [IpakTH4Ha 3HAUYMMICTb MOJISITAE B TOMY, 1110 PO3pPOOJICHI JITOPUTMHU Ha OCHOBI
3aIIPOIIOHOBAHUX METOIIB MOXYTh OYTH 3aCTOCOBaHI JuIsl BOYIOBYBaHHS HOBHX 3aXMCHUX MEXaHI3MiB B KOMILIEKCHI
3aco0M 3a0e3NeueHHs] KOMI'FOTEPHOT Oe3IeKH.

OcHoBHa vacTMHA. Meron cHMETpUYHOro MM(pPyBaHHsS, 3aCHOBAHMM Ha OOYMCIICHHI JEsKOi Xell-
(yHKII{, Ha MICTaBi SIKOTO OYAYETHCS ANTOPUTM IMOBipHICHOTO MG pyBaHHA. BiH, Y CBOIO Uepry, ga€ MOXKIUBICTD
moOyIOBH allTOPUTMY IICEBIO-HMOBIPHICHOTO TepeTBOpeHHS. P03po01eHo0 MeToA ICceBI0-BUIAIKOBOTO OJIOYHOTO
3aXHUCHOTO IEPETBOPEHHS, SKUH 3aJOBOJIBHSE NOAATKOBOI BUMOTM IO CXEM IICEBIO-HMMOBIPHICHOIO 3aXHCHOTO
NIepEeTBOPEHHS, 10 3abe3neuye Oe3neKy OO0 NPUMYCOBHX aTakaM 3 BHMIpOM uacy po3mudpysaHHsa. OmnucaHuii
ITOPUTM, 3aCHOBaHUI1 Ha 00YMCIICHH] 3HAUYeHb Xell-PyHKIii, 1 HaBeJeHa TaOIuLs 3 HIMOBIPHOCTSMH 30010 TiJ| 4ac
mmdpyBanHs. OTpUMaHUI AJITOPUTM HCEBIO-HMOBIPHICHOTO 3aXHCHOTO MEPETBOPEHHS, 3aCHOBaHUH Ha OJIOKOBHX
mudpax.

VY Bigomomy Meroni [Uisi IMOBIPHICHOTO OJj04HOrO HHM(pPYBaHHS BUKOPHCTOBYETHCS b-0iToBa (yHKIis
mmopysanust C, a 3ammdpoBaHe NOBIIOMIECHHS PpO3IUIIETbCS Ha (-po3psaHi Onoku nmanumx (q <b). dus
HepeTBOPEHHS OJIOKY BIIKPUTOrO MOBifOMIIEHHS M reHepyeTbcsi wW-0iToBHI BUIaikoBuii 6ok A (w= b — q), 3a
SIKUM CITiIye ckiagaHHs b-0iToBoro BXimHOTO OI0KY maHux B = A || M, &ie 3HaK || mo3Havae oneparliro KOHKaTeHaIl i
JIBOX JIOBIYHHUX BEeKTOpiB A i M i obuuncioe 610k 3ammpposanoro nosigomieHus S = £y (B), ne K e wiouem
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mmdpyBanHs. ParioHanbHICT MPAKTHYHOTO 3aCTOCYBAHHS AITOPUTMY IMOBIpHICHOTO MIM(PYBaHHS BiIXHOCHTHCS
JI0 HACTYIIHUX €JIEMEHTIB!

1) BiH 3abe3neuye OINbIIMIA 3axXHCT Bij arak 3 BUKopHCTaHHsIM backdoor B BHKOpHUCTOBYBaHHX OJIOK-
wHppu;

2) BiH NMOTEHILIHHO 3aro0irae ataky 3 BUKOPHCTaHHAM JESKUX Henepen0aueHHX Bpa3IHBOCTEH alrOpuTMy
0J109HOTO IU(PYBaHHS.

Ciip 3a3HaYUTH, IO B PEATbHUX IPUCTPOSX IIH(PPYBAHHS BHKOPHUCTOBYETHCS T€HEPATOP BHIAJAKOBHX
yrces (I'BY) noBuneH OyTH BIIPOBa/KEHHH B SIKOCTI BHYTPIIIHBOI YaCTWHM, HANPUKIAM, B €JIEKTPOHHOMY LMK,
110 peanizye aroput™ 61o4Horo mudpysanns C.

TakuM YHUHOM, MiABUINEHHS O€3MeKd 3a0e3NedyeThCs TUTBKH B TOMY BHIIAAKy, KONH TOTEHIIHHUIH
CYNPOTHUBHUK He B craHi MmomudikyBatu ['BU abo #oro Buximni nani. [Ipy BHKOpHCTaHHI pi3HMX 3HAYCHBb
BiTHOCHHH b / q 1 nestkoi nanoi yHKil mudpyBaHas C, Mo)KHa BHOpaTH HEOOXiTHIH KOMIPOMiC MiXkK O€3MEeKOr0
Ta MBHIKICTIO IU(PpyBaHHs. UnM Olnbliie 11e BIAHOIICHHS, TUM OLIbIIIE MiBUILYETHCS PIBEHb OE3IIEKH 1 TUM HIDKYE
MIBUAKICT UQpyBaHHs nanux. OcTaHHe MOXKHa rpy0o ouiHUTH 3a jornomororo dopmynu d = dy (b - w) /b, ne 4,
— IIBUJKICTH MM(pyBaHHs. 3araibHa cxema WMoBipHOTO 0J104HOTO mHdpyBaHHs Moka3ana Ha cxemi 1. Cxema OyTu
JIETKO TEPETBOPEHa B CXEMY IICEBIO-MOXIIMBOIO ONOYHOro muQpyBaHHS, siKa MOXKe OYTH BHKOpPHCTaHA IS
OJTHOYACHOTO INU(PYBaHHSA JBOX HE3AICKHHX ITOBIJOMIICHb, (DIKTUBHHX 1 CEKPETHHX, 3 BHKOPUCTAHHSM J[BOX
pizHux kmouiB K 1 Q BigmosinHo. s wiel metn moxna 3aminutu ['BU nesikoi 610k0Bo1 (yHKIIIEO IIUPpYBaHHS
C’ 3 610KOM W-OITHHX BXiIHMX JaHUX. 3aMiCTh TeHepalii -0iTHOr0 BHIIZAKOBOTO uucia A, 1e 3amubpoBaHuii q-
OiTHui 010K T cekpeTHOro MOBiOMIICHHS (cxema 2).

Ipu BukopucTanHi 610K0BOrO anropurMmy mudpysands C’ 1uist epeTBOpeHHs GJIOKY HaHux T 3 KIH4eMm
Q, oTpumanuii npomixHui 6710k MUPP-TEKCTY Ff = Cpfl) € 00YMCITIOBAJILHO HE BiIPI3HAIOTHCS BiJl PIBHOMIPHO

BHUIIAJIKOBOTO (-0ITOBOrO ABIHKOBOTO BekTopa. [ToTiM 010Kk 57 00'€MHY€ETHCS 3 OJIOKOM (BIKTHBHOT'O MMOBITOMIICHHSI
M i nepeTBOPIOEThCS Y BUXIIHUH OJIOK 3aIIU(POBAHOTO MTOBIJOMIICHHSI:

5 = Cy » (M)

I'BY Brok maEnx M
w A g
b Bxinuui GI0K TaHHX
B=A| M
Kmoy mmdpysansa K Cy
b

brnok mudpoTekera S

Puc. 1. 3araabHa cxema iiMOBipHOTr0 6,104HOr0 MHQPYBaAHHS

Komm mpuMycoBo BinmpaBHUK i OEp)KyBad MOBIIOMIIEHHS MOXYTh BiIKpHUBaTH (PiKTHBHE MOBiTOMIICHHS
M i migpobnenuit xirod K i oroJyomnryBaT mpo BHKOPHCTAHHS OJIOYHOTO iMOBIPHICHOTO alTOPUTMY IIH(pPyBaHHS.
TakuMm YWHOM, MiJ Yac MPHUMYINYE aTaKhd OOWIBI CTOPOHHM MArOTh MOMIIMBICTH 0€3 MiZ03p BHUKOPHCTOBYBATH
¢ixtuBHI gaHi. [I[ponoHOBaHM#H NCEBAO-IMOBIpHICHUN MeTO IM(pyBaHHs 3a0e3nedye 3anepedeHns. Y MoHorpadil
NpEJICTaBICHI KiJIbKa METOJIB IMOBIPHICHOrO MIM(PYBAaHHS 3 [ESIKOK NeTepPMIHOBAHOIO (YHKIIE€0 OJIOYHOTrO
mudpyBanHs. [ KOXKHOTO 3 IUX METOJIB MOYKHA 3alIpPOIIOHYBATH BiANOBIIHY IICEBIO-BIPOTiAHY CXeMy OJIOYHOTO
mmbpyBaHHs, ska Oe3nedHa s aTak 3 MpUMycoM. Taki IceBlo-IMOBIpHICHI cxeMu MH(GPyBaHHS BiJJHOCATBCS 10
3aIUIaHOBAaHMX AITOPUTMaM 1 MPOTOKOJIaM 3ariepedeHHs udpyBaHHs. BoHu 3a0e3neuyroTh ABOCTOPOHHIN 3aXHCT
JI0 THX Mip, NOKW IPOTHBHUK HE 3MOXE MEPEBIPUTU Yac po3min(pyBaHHs, HEOOXiIHE ISl PO3KPUTTSI CEKPETHOTO
MOBIZIOMJICHHS. SIKIIO y HBOTO € Taka MOXJIMBICTh, TO BiH 3MOXK€ BCTAaHOBHUTH, IO 4Yac AemIH(ppyBaHHS
HiZpoOIeHOr0 IOBIJOMIICHHS MEHIIE 4Yacy Jemu(pyBaHHS CEKpeTHOro noBijomieHHs. Kpim Toro, moxkHa
NPUITYCTHTH, IO B JESIKUX BHIAIKAaX IPOTHBHHK IOPIBHIOE (YHKLII KOXYBaHHS, SIKI BUKOPHUCTOBYIOTBCS IS
nemrpyBaHHS (DIKTUBHUX 1 CEKPETHHUX ITOBIIOMIICHB.
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Puc. 2. 3araiabHa cxema nces10-iiMoBipHOro 6;104Horo mudpyBaHHs

1106 3a0e3meynTy 3amepeyeHHs il Yac aTak, CKOEHUX MPOTUBHUKOM, SIKI MalOTh 3a3HaYCHI MOKJIMBOCTI,
MOKHa 3allpONIOHYBaTH HACTYIHUH JOJAaTKOBMH KpuTepiii anroputrMmy mmmpyBaHHS: (QIKTHBHI 1 CeKperHi
TIOBIJJOMJICHHSI TIOBUHHI OyTH po3mndpoBaHi OJHUM 1 TUM ke anroputMoM nemudpysanns. Lleit kpurepiit Moxxe
OyTH BMKOHaHHI 3a JOIIOMOTOIO JOJABaHHS JOAATKOBOT'O IEPETBOPEHHS (IKTHMBHOrO OJIOKY MOBiIOMIIEHHS M 3
6nouHo0 QyHKuiero mudpysanas C’ i ycTaHOBKOIO 3HaUeHb = W = b / 2, K 1oKa3aHO Ha MaJIfoHKy 2.3, 1e OJIoK
Transp (e) BHKOHye KepoBaHy IEPECTaHOBKY [BOX OJOKIB maHux w -OiT  5; 1 5, sxmo e = 1, TO

Transp'® (53|15} = 55|l55; axmo e = 0, To Transp'® (Fp |15} = 57|15, [epenbauaerses, mo kmoui K i Q
3a70BOJbHAIOTE YMOBI (K mod 2) xor (Q mod 2) = 1, ne i 3Ha4eHHS € 3aIeXHUTh BiJl KIIF0Ya HACTYIHUM YHHOM
(xmroui K 1 Q reHepyroThCs Tak, M0 BOHU MalOTh pi3HY mapHicTh): € = K mod 2 i e = Q mod 2. y npoMy BUIIagKy
HACTYIIHHU aJTOPUTM pO3KpHBac (PIKTHBHI a00 CEKPETHI MOBIAOMIICHHS B 3aJIE)KHOCTI BiJi BUKOPHUCTOBYBaHOTO
xmoua K i Q.

ImoBipHicHUIT anroput™ mKUdpyBaHHs, KK MOXKe OyTH MOB'SI3aHUI 3 MICEBIO-IMOBIPHICHUM allTOPUTMOM
um¢ppyBanns (Cxema 3), nokazanuii Ha cxemi 4. Jlerko OaumtH, 110 3amdpoBaHe MOBIIOMIICHHS, CTBOPEHE
NePIIMM aITOPUTMOM IIiJ 4ac OJHOYAcCHOTO IM(pyBaHHS CeKpeTHOro nosinomiieHHs T 3 cexpeTHUM KirodeM Q i
(IKTHBHUM NOBIIOMIIEHHSAM M 3 QikTHBHUM KitoueM K, MOTeHIiHO Moxe OyTH OTpUMaHHUN APYTUM aJrTOPUTMOM,
BUKOPHCTOBYBaHMM Jisi mn(ppyBaHHS (IKTUBHOTO moBigoMiieHHs 10 (iktuBHOMY kitouy. 106 BinpizHuTH
TICEBJI0-PO3IOJT yCiX MM(ppyBaHHS Bil HMOBIPHOTO, BUMArae€Thcs PO3KpUTTS cekpeTHoro nosinomienHs T. [pu
BUKOpHcTaHHI (QyHKUil 6mouynoro mudpysanns C’ i C, nanpuknag TripleDES [40], 3 0:10k0M BXiIHUX DaHUX, SIKi
MaroTh po3mip w = 64 1 AES [40], 3 G1okoM BXiZHUX JaHUX, sIKi MaroTh po3Mip b = 128, oOuncIOBaIbHO BaXKKO
BIJIPI3HUTH 3arepevyBajbHy cxeMy mudpyBanHs (puc. 3) Bix iiMoBipHiICHOT cxemH (puc. 4).

Anroput™ posmmdpyBaHHs, IKAH BiANOBIgae K 3arepedyBaHUM, Tak 1 IMOBIpHICHIM cxeM MH(pyBaHHS,
BUIIISAA€ HACTYITHUM YHHOM:

1. Beranoeutu kimoy K* = (K, K), ne K* = K (@ poskpurts diktuBaOro nosigomients) i K’ = Q (s
PO3KPUTTS CEKPETHOTO MOBITOMIICHHS).

2. O6uncnutu 6it e = K’ mod 2.

3. Posum@pysaru 6110k 3ammdposanoro nosizomnenns S: B = (By|18;) €~ (5), ne npomixamii 6nok B
3a()poOBAHOTO MOBIIOMJICHHSI IPEICTABICHUI K MOETHAHHS U-01THUX MiAONOKIB nanux By 1 Ba.

4. BuxoHatu onepauito tpancnonysanus Traep™ ™ (B JIB. ) = (B |IE"-) =Transp'* (B, |IZ. ).

5. O0umcauTH U-01THUI OJIOK BIAKPUTOTO MOBiAOMIICHHS M :M" — f:‘-‘n"'{ﬁ‘: i

BucHorkn. [IpecraBieHuii METO MCEBAO-HMOBIPHICHOTO OJIOYHOTO MIU(pPYBAHHS, SKHI 3aI0BOJBHSIOTH
JIOZIATKOBOT BUMOTH JI0 CXEM 3allepevHoro mudpyBaHHs, ke 3a0e3nedyye Oe3neKy NpUMYCOBHX aTak 3 BUMIpOM
yacy nemmdpysaHHs. JlonaTkoBa BUMora (popMyeThesl K po3mH(pyBaHHS, SIK CEKPETHOTO IMTOBIJOMJICHHS, TaK i
MiAPOOIEHOTO MOBIIOMIICHHS! OJHUM 1 THM € alrOpuTMOM posummdpyBaHHS. Po3pobieHo Oio4HuMil anroputm
TICeBNIO-MMOBIpHICHOTO IU(pYBaHHA. JlOCATAa€ETbCS /IONATKOBE IIOKPAILCHHS CTATHCTHYHHUX BJIACTHBOCTEH
OJIep)KyBaHOI KPHUITOTPaMHU. 3aCTOCYBaHHSA OJOKOBMX IMH(PIB B MOPIBHSIHHI 3 XelI (YHKLISIMH 3a0€3MedyrOTh
ORI BUCOKY IPOTYKTHBHICTH aJTOPUTMIB.
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Puc. 3. 3aranbHa cxema nceB0-iiMOBipHOTo 6,104HOr0 IH(PYBAHHS
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Puc. 4. 3araabHa cxema nces10-iiMOBipHOIo 6,104HOro WM PYBaHHS
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