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THE ELECTRONIC MEDICAL RECORD DOCUMENTATION AUTOMATING
ACCORDINGLY TO THE E-HEALTH SYSTEM

The author offers his own outlook of solving the some problems of modern state of Ukrainian health system - the
typical problems that arise from the primary layers of the health system - from the necessary contacts of primary doctors
and their patients. These contacts give rise to a myriad of critical documents for these patients and the entire medical system.
In turn, these documents are often unclear, inaccurate or simply erroneous, archaic and often are the basis for petty and
massive corruption. This work is aimed at creating a positive step in eliminating this, to put it mildly, archaic way of
registration or giving doctors all kinds of information about their patients. The author offers a real mass software product
that works "in pairs” with a patient database of any medical institution, and it is able to automate both the creation and
accounting of versatile primary medical documents and standardized forms. This software product is based on the MS Excel
spreadsheet. The “demo”-version of the product is able to create an imitational database of patient: its structure is very
realistic. In reality, any doctor or medical institution should have its own database of patients, since the Application is
designed to work specifically with it: one automatically gets versatile medical forms and fills them in the relevant sections
with proper information from the patients’ database. The author's choice of the MS Excel processor is reasonable: in Ukraine
MicroSoft Excel is studied in detail twice - in any secondary school and in any high school up to university. Therefore, any
doctor is already well prepared for the assimilation of this Application. It can be easily adapted to the needs of any
Doctor/Physician or any medical institution, for any type of medical service. Experience shows that the introduction of such
IT-tools is the good engine for obvious positive changes in any sphere of human activity.
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ABTOMATU3ALISI CTBOPEHHSA EJIEKTPOHHUX MEJUYHUX JOKYMEHTIB
BIAITOBIJJHO 1O CUCTEMMU E-HEALTH

Aemop nponoHye ceo€ gupiwieHHs1 00Hiel 3 dasgHiX npobsaem nocmMpadsiHCbKoi cucmemu 0XOpoHU 300po8'ss — asmomamu3zayii
dopmysaHHss ma 064Ky pi3HOMAHIMHUX «NepeUHHUX» MeJU4HUX JOKYMeHmMIs, SIKI, 30Kpema, cmocyiombcsl 0pOpMAEHHSI KOHMaKkmie Ha
pigHi nepgunHoi nauku «/Jokmop - [ayiechmy». Kpim mozo, yi dokymeHmu yacmo HesicHi (sik MIHIMyM Hepo36ip.augi), Hed6a.10 ogpopMeHi,
Micmsmb NOMU/KU, [ 162KO MOXCYMb cMamu 0CHo80K 04151 dpibHoi I macoeoi kopynyii. Memor daHoi po6omu € cmeopeHHs npozpamu, 3a
donomozoio sKoi MOJ}CHA YCYHymu 8Ka3aHi Heeamugu, sulimu 3 «cepedHb0o8iYHO20» cnocoby peecmpayii ma 06iKy mMedu4HuUxX doKymeHmie
nepeuHHoi NAHKU, nimu 3 enoxu «HAWKPOY8aHHs» 8uxidHux dokymeumis i popm. Aemop nponoHye chpagdi «macosuii» npozpamHull
npodykm, sikull pospaxoganuli Ha po6omy «8 napi» 3 B/l nayienmis (B/] 6ydb-sikoi cmpykmypu) npakmukyo402o aikapsi / med. 3akaadis.
TonosHa @PyHKYis Yybozo dodamka - asmomamuvHe cmeopeHHs 'ready-to-print” pi3HOMaHiMHUX BUXiOHUX NepeUHHUX MeJU4HUX
dokymenmie i cmaHdapmu3osaHux ¢opm. Li esekmpoHHi doKymeHmMu 6Gydymb a8MOMAMUYHO HA38AHI MUuM IM’SIM, sIKe 3anPONOHYE
Kopucmysau, i asmomamuy4Ho 36epedxrce 32eHepo8aHull 0OKYMeHmM 8 3a3HaYeHux kopucmysavem micysix 32idHo 3i cxemoro «im'si IIK — duck
— nanka». Baxcaueuii nosumue nponoHo8aHo20 piuleHHs — BUKOPUCMAHHA 3HALIOMO20 KOXCHOMY YKpAiHCbKOMy sikapto npoyecopa MS
Excel, wo miHimizye «xgopobaugicms enposadiceHHs1» nponoHogaHozo 10 e sikocmi 6asu daHux nayienmie i Jodamku 045 po6omu 3 yumu
danumu. Ceped iHWUX no3umusie enpoeaddiceHHs Yyvozo flodamka — CKOpOYEHHs Yacy Ha AiKapcbKull «apxaizm» ma iHwy pyKonucHy
pobomy, KpiM moz20 npozHO3YEMbCSI pi3Ke CKOPOYEHHs B8CAK020 pody NOMU/OK / HemouHocmel, HA NOpsAOKU noainweHHs 004iKy i
36epizaHHs n0Ji6HUX MeOUYHUX OKYMeHMI8 i popM, 3MEHWEHHS MOJCAUBOCMeEll 3108XHCUBAHD 8 YIll cihepi.

Knarwouosi caosa: cucmema e-Health, IT e oxopoHi 300pog s, 6edeHHs1 MeduuHoi doKymeHmayii.

Introduction

The efficiency of the Health Care was — always and everywhere — a highly important matter, and its value
cannot be overestimated at all. The functioning of the Healthcare system is inevitably linked with a large number of
specific documents [1]. From early childhood each of us receives medical support and has his own history of
illnesses and appeals to doctors, but — attention! — that is all documented on paper as a rule. But in our days this
document circulation is rapidly becoming paperless all around. Both computerization and automation in practical
medicine develop at the same gigantic move as all other branches of human activity that are touched by IT. And it is
now not surprising to hear that experts of the US company Frost & Sullivan predict that by 2025 medical doctors
will prescribe to their patients not recipes, but applications [2].

The development of national electronic health records systems has created great positive support for health
systems in general, naturally in those countries where it has been implemented. Throughout the World, in the
transition to e-Health conception [3, 4], there is remarkable economic benefit for the entire community. For
example, according to the research [5], conducted in 2005, such work on reforming the information component of
the US national health system allows to save budget and extra-budgetary funds directed to these purposes for more
than $81 billion annually. At the same time, it is stressed that this saving is achieved due to better functioning of the
country's health system. But such indicators can be achieved if all components of the Health Care system are
reformed and coordinated on a national scale, and not only by simple replacing the existing clinical, laboratory-
diagnostic and pharmaceutical equipment with the most advanced and revolutionizing information in the Health
system [6].
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Surely, computerization in Healthcare brings with itself a lot of positives, for example, mutual economic
benefits and mutual legal protection.

Medical record documentation is usually created for Safety of patients and Defensibility of medical
Doctors (Physicians). Poor or out-of-standard medical records make it difficult to determine whether an adverse
outcome resulted from factors beyond the doctor’s control or from negligent medical care. It has already been
clarified that the subject of medical record documentation is highly important since the outcome of litigation and the
promptness of reimbursement depend on the adequacy, legibility, completeness, timeliness and accuracy of medical
records [7].

Aside from medical-legal considerations, the most important reason for physicians to maintain accurate,
credible medical records is that good documentation protects patients. Medical records contain information required
to inform physicians of past and present treatment decisions, and to provide evidence that such care was appropriate
in all respects. Everyone who writes in the medical record must ensure that entries are legible. Unreadable entries in
a medical record usually are a great problem (see illustration below — Fig. 1).
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Fig. 1. The typical appearance of the common handmade modern (!) medical document

An increasing number of software programs and complete documentation systems are available for doctors
who want to computerize their medical records [8]. When choosing an electronic medical record (EMR) system,
doctors should first assess their practice management and documentation needs, and spend some time evaluating the
EMR product and the company’s stability. Computerized medical records should include the essentials of good
documentation as outlined in this text [9]. Specifically, the EMR should offer (among other features): default fields
that cannot be skipped (e.g., allergies, medications); reminders for health maintenance diagnostic testing; pop-up
warnings about contraindicated medications due to allergies or prescribed drugs; safeguards against undetected
alterations; an automatic backup system; and more.

We need to reach the widest possible audience — these are the widest possible layers of medical Doctors
(Physicians), and we need to do this in the shortest possible time. And this, of course, is an ideal, but the author
believes that is not only Idea. So, this is one of the reasons why the author offers his solution to a part of this really
great Task.

Naturally, one must proceed from the realities of the present day. Anyone who tackles this problem in
modern Ukraine will have to overcome a number of "standard" difficulties in such cases (the mental attitude of the
part of medical personnel to the new — their fear and rejection, as well as low degree of their "technological”
willingness to introduction of progressive methods of work, etc.), and also it is necessary to take into account a
number of "purely Ukrainian" details. These features include the fact that both the Ukrainian secondary school
curriculum and the university curriculum include studying of MS Office Suit, in particular, MS Word and MS Excel.
And the fact is considered by author as a good starting point for realization so needed medical reforms at least
through IT.

1. On "IT-fication" within the Ukrainian Health sector and the Roadmap of the work
Undoubtedly, Ukraine has to find its own practical solution to this problem, in particular in the medical

sector, which is being reformed for optimizing and improving the quality of national medical services [10]. In fact,
in March 2017, it was created the Ukrainian Project Office for Reforming within the Electronic Healthcare System
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(e-Health) as the first real step in order to coordinate its real steps in implementation of the electronic document
management system.

To obtain economic benefits from e-Health practice, of course, it is necessary to update radically both the
structure and mechanisms of the regional and national health systems in order to implement the all of required
changes that are inevitable due to the introduction of new information processing technologies into the national
industry. Now the information space of the industry lives as a special principality, which usually solve their tasks
autonomously: for the present network of laboratories, for medical centers, etc. In Ukraine, there must be created a
unified information system — it must be modern in its functioning!

Surely, Ukraine is not the first country faced these problems — at least the great general problem (say, how
to build up the modern effective national Health care system) and particular tasks (one of them is how to automate
the specific medical certificate creation). But these tasks are real, urgent, and they must be resolved more quickly.

Since this problem is considered by author as massive and old, it is necessary and it is possible to solve it
"from within". The author offers his own way of solving a similar problem, because the way seems to be simple,
effective and realizable.

So, the present work is one of solutions for the automatic creation of medical records, and if to be more
precise, it is about automatic generating of certain medical certificates according to the current requirements of the
Ukrainian Ministry of Health using information from the patient's personal medical history' within the e-Health
concept in Ukraine.

Since electronic databases of patients (DBP) and automation of the document circulation process in the
Health care system are extremely necessary for all items of the list: doctors, patients, administrations of medical
Institutions (Mls) and any State in general, then one can declare the purpose of this work: it is to develop an
algorithm for the automatic formation of certain particular documents in digital form and implement this algorithm
into program module, which allows to create automatically some specialized medical forms of the standard sample
and to fill them with the necessary information from the electronic database (the DBP). Naturally, the created
software product should be maximally adapted for current potential users in Ukraine.

The urgency of the work is that at present there is an extra need to organize and implement the turnover of
electronic documents, in particular, in the medical field (corresponding to the tasks of medical reform in Ukraine).

The tasks to be solved:

=  Formation of an imitational database of patients (iDBP) and their history of diseases with maximum
realism — for proper testing of the created software product and for the demo version of the software
application;

= Identification of the patient personal information by his ID (both the specific medical one or the state
general one);

= Formation of a step-by-step request for obtaining a medical certificate for an identified person by a
specified specimen in accordance with the requirements of the Ministry of Health of Ukraine;

= Automatic formation of specialized forms according to approved examples (as a separate file with a unique
name, in a separate folder on a certain medium) and filling out the prepared form of the relevant
information about a particular patient;

=  Ensuring the convenience of storing information on certain patient and keeping it protected. Preparing a
secure registry of already prepared and output medical documents one considers as a separate task.

= Preparing the automatically generated and completed documents to be printed.

The object of the study was electronic documents from the list of the regulatory framework of the Ministry
of Health of Ukraine, namely, the accounting and reporting forms, the rules for their conduction, the definition of
links between them and relevant contents.

The subject of the study was the creation and development of a system for the automatic formation of
electronic medical documents in accordance with the official list of documents and requirements of the Ministry of
Health of Ukraine, as well taking into account the requirements for the e-Health system.

The mentioned work is undoubtedly practical. The tasks were solved based on MS Excel spreadsheet
processor and VBA programming languages. The choice of software is due to the fact that MS Excel is a powerful
IT-tool and at the same time one of the most popular and well-known office applications, in addition, it is studied in
high school and university. In this "duet" MS Excel is a database repository with patient data of a particular MI, and
the author's software module is able to process the existing database and form a new file from very beginning.

In order to achieve the stated purpose of the work, the main sequential assignments were outlined:

= Formation of the model of the patients' DB which is close to the real one, taking into account the statistical
reports of the Ministry of Health of Ukraine for the last three years concerning diseases of our citizens [11,
12];

=  How to identify a patient as a person? Development of a method for identifying a patient in two ways: 1) by
the traditional one, that is on the usual set of common attributes of a person (name, date of birth, address);

2) by the ID number of a patient, if it is provided;

I=a personal health record, or PHR
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= Automatic generating the selected medical document according to a specific person's request with creation
of a unique file name without user intervention in the process. This requires access to the current database
information as well to the system clock for current date and time;

» Determining the ways to organize the storage and security of database information and medical documents
that were generated by the program. Maintenance of the automatically protected register of already formed
medical documents.

On the Technical Task of the work: developing a conceptual algorithm and the corresponding program
modules (hereafter — the Application) which are capable to form and fill automatically certain medical documents of
the established templates with data relatively to a specific patient. The author believes that taking into account the
realities at this stage, it will be optimal to create a software product in the form of software modules for the MS
Excel data processor.

On some Features of the developed Application. 1) The core of this software product is the special Excel
“master-file”. 2) It was created the specific software module as a “standing apart” database simulator' for patients of
a MI (a Physician/Doctor). When developing of the mentioned imitating database of patients, in order to create
maximum realistic records, the following was don  e:

= it has been studied some normative documents of the Ministry of Health of Ukraine that regulate the
procedure for maintaining medical records as well as some reporting documents of the Ministry regarding
the prevalence of infectious and non-infective diseases among the Ukrainian population over the last 3
years;

= it has been used statistical data on the current gender characteristics of the population of Ukraine.

Input data. For the created Application, the input data is the specific data from the patients' DB of a medical
institution (a doctor) with the certain structure of records for each patient. This database has to contain some basic
information about the MI (Doctor) and information about each patient of the institution: his name/surname, personal
ID-number (if available), date of birth, address, history of illnesses and so on. For the trial version of the
Application, the separate imitating module for patients' DB was created for 50 persons.

Output data: there are automatically generated forms of certain medical certificates of the established
sample as a result of the work of program modules. The current version of the Application allows you to get up to 4
types of forms for a patient in the form of separate "particular” files, which are filled with relevant information from
the DB of the MI (Doctor/Physician).

The diagram below (Fig. 2) shows the interaction of the primary data from the DBP and the author's
Application itself (which nests in the Excel-master-file), and it results to the required e-document formation.

the Excel master-file <::> DB of Patients

the target Medical
e-Document Qutput

Fig. 2. The illustration which showing the required e-document forming

2. On the imitational Database of Patients (iDBP)

For the debugging of the software application and for its work demonstration the generator of the
imitational database of patients of the Medical Institution #XXX was created, and the task of which is to create the
imitating but the most realistic database of patients. If there is a need to radically update the patient database, then
this database is instantly updated by a special software module at each run.

When this simulation database (iDBP) was under development, the purpose of its approximation to the
maximum reality of records was pursued, and therefore the contents of the corresponding records of the database
were carried out taking into account the current statistics of diseases of the Ukrainian citizens. In order to achieve
that, an additional module (subroutine) was created by which the structure of the corresponding database is
reproduced and then is filled in with the relevant information: the mentioned iDBP contains general personal data
about any patient of the MI, including his parents data, infectious and non-infectious diseases, hobby and so on (Fig.
3), as it established by the Ukrainian MoH.

In general, this database is filled with proper data driven with a random number generator, which is
programmed in accordance with the requirements outlined above. The algorithm for the generation of patient data
also takes into account the frequency of registration of certain diseases in accordance with modern data on the
incidence in Ukraine.

! for the demonstration version it is iDBP, and in real case it is the DBP of a certain medical institution.
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Fig. 3. The general view of the main database (DBP) spreadsheet

Another role of this database is "auxiliary", i.e. for testing and debugging. For example, it can be used to
search for a variety of "weaknesses" in the software application.
That is, the main tasks for the imitational database named as "The Patients of Polyclinic Ne XXX" are:

1) the procedure of "self-testing" of all the files created by the software application — it is for domestic
control;
2) comprehensive "external" testing, which is done when demonstrating the results of a software application.

Thus, it can be proved that the software application is workable and suitable for use in different institutions
of the Ministry of Health. Currently, the present demo version of the software product (the simulation database of
patients) has its own databank for only 50 people with unique entries in the corresponding fields. It is also possible
to change the structure of database records to the needs or features of certain medical institutions or doctors.
Theoretically, the software application is able to create unique personal records for unlimited number of
participants.

3. On Personification of a Patient, or recognition of the person which data entered in the DBP

In the generated database of patients it is listed all of 26 districts of the Odessa region, and within each
district taken two "real" settlements. Surnames of patients vary depending on their gender.
Since the unified database of Ukraine can be of more than 40 million people, therefore it is necessary to
provide a procedure for unambiguous identification of the patient.
In this software product, there are two ways to identify any person as a Patient:
1. At the presence of an identification code (the governmental ID), which has an overwhelming number of
people under the age of 14 years. This manner of identification one can call "via ID";
2. In the absence of the mentioned ID, the person is traditionally defined: by his surname, name, date of birth
and his own address.

For the identification of the patient, one uses the special button at the start page that activates the main form
of the application: it will offer two ways of a Patient identification (as it was described before) — the traditional one
or by his ID number (see Fig. 4). In the case of identification of a patient by his surname, such records may be more
than one because of surname coincidence, therefore the user (doctor) itself chooses from the list of found records by
clarifying the information, for example, after the surname, taking into account names and patronymics, and even
addresses that should be specified to complete the identification process.

In the future, necessary identification procedures of patients can be done by using barcodes or QR-codes.
The software application is in principle designed to work together with the appropriate scanning devices.

Conclusion. The software application provides unambiguous identification of the patient in the presence of
his ID number or by the traditional procedure, that is, according to the triad "I _name—2""_name—3" name" of a
Patient with specification of additional personal information about the patient.
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Fig. 4. On two ways of a Patient identification: the traditional one
(via the triad “Surname+Name+PatronymicName”) or by his ID number
4. Automatic formation of the given medical e-document and its confidentiality

Reminder: currently the task is that after identification of a Patient the Application will be able to create
and fill a special medical form from the list of the Ministry of Health of Ukraine.

Programming of this task faces some features: both the DB of patients and the forms of target medical
documents are nested and processed in the table processor MS Excel. Surely, when developing the program, its own
opportunities and its convenient features of this office software were used. The author is convinced that using MS
Excel is an advantage for potential users, since the vast majority of Ukrainian PC users have experience working
with this table processor, therefore, using of the presented software will not require special training for doctors.
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Fig. 5. The final look (a fragment) of the outgoing medical document as the product of the Application

After determining the appropriate form of the given medical document by the user, the program creates a
certain file in a separate folder on the computer: the file gets its name which has the following structure: "S N _b",
where "S_N"-fragment coincides with the both patient's surname and name, "b"-part of the file name is the year of
the patient birth. The required information for the electronic medical document is automatically entered from the
Patient's database — from the history of the certain patient's illnesses (according to the scheme shown in Fig. 2).
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Besides, the operational data, such as the results of the last review, the results of urgent analyses, recommendations,
etc. — a Doctor is able to enter any "fresh" data to the just created form on his own. Of course these "newborn" data
are automatically duplicated in the DBP.

As for the date of the current document: all the dating components specified in the outgoing document —
“day/month/year” — are placed in the document also automatically and correspond to the system date of the Doctor's
computer. It allows to organize the information on outgoing documents which simplifies the control and
accumulation of statistical information by medical doctors and the doctor in person.

Solving the problem of information security as well multilevel access to certain records of patient database
(confidentiality of information) in this work were not prioritized and their solution in the program is envisaged in the
near future. But for this version of the program, the author recommends the use of the security features of
information provided by MS Excel, in particular the protection of the password of a database book file and/or
electronic form file.

It should be noted that all of the above information components are taken by the Application from the
patient database after the identification by a doctor of a particular patient and his confirmation that the collected
information about the patient is relevant.

Finally, this medical form which automatically generated by the application program, has all the necessary
attributes according to the requirements of the MoH, such as the name of the institution of the health care system,
personal data of the patient, etc., and it is ready-to-print electronic document. So, both the appearance of the form
and the format of data filling meet the current requirements. After that the form is ready to be transmitted
electronically with the electronic signature of the Doctor/Physician (Fig. 5).

After its creating the requested form (e-document) can be printed, sent on demand, etc., that is to say, this
the ready-to-use e-document one can run for document circulation using the available IT, such as the Internet and/or
mail services.

Conclusion. The program generates a user-selected form/document as a separate Excel file with a specific
name and at a specific location on the hard disk of the MI-computer or on any other media at the specified address.

Summary

The task of the research is fulfilled: the author developed a conceptual algorithm, and then a corresponding
software application, which is able to create automatically certain medical documents of the established specimen
with respect to the chosen patient. The current demo version of the software product (the Application) allows any
Doctor to automate creation of ready-to-sign and ready-to-print e-documents accordingly to requirements of the
Ministry of Health of Ukraine — namely the Form # 026 and the Form # 079, as well as fill them automatically with
information of given patient from the patient's database, which is available for the physician after identification of
the patient's person.

The software application provides unambiguous identification of the given patient in the presence of the ID
number of the patient, as well when the patient's "common triad" (like Surname+Name+PatronymicName) is entered
with further clarification of corresponding personal data. The software application generates a user-selected form of
official e-documents as a separate Excel file with a unique filename. At this stage, the protection of data databases
and forms is provided by the capabilities of MS Excel.

Since the created software application is a simple and convenient generator of medical forms of electronic
reporting, after a minor updating this program will generate many other documents from the official list of reporting
documents of Ukrainian MoH.

It has been foreseen that the mentioned Register of outgoing documents will be protected from destruction
or some kinds of forgery (against distortion of information); this Application is able to protect certain information
about patients by a password (according to the current legislation).

The practical use of the current software application and the related benefits of using:

* an automatic forming of certain e-documents upon the request of the authorized user, the appropriate forms
of medical reports and/or the output documents of the medical institution (physician);
= this software application is maximally adapted to experience of the "usual" software (such as MS Office
Suite) users, and it will not require the user to specially prepare or install any additional software;
= the use of this software application will provide an opportunity to minimize paperwork circulation in
medical institutions;
= the use of this software application will significantly reduce the time that a doctor needs to prepare the
relevant reports and documents, as well as reduce different mistakes and errors associated with the "human
factor";
= the use of this software application will promote the implementation of the principle of medical ethics for
the protection of specific patient's medical information.
A Note:
As a simplified ("the child") version of the mentioned application, the program “MediNA-1" was presented
at the following intellectual competitions:
1) at the All-Ukrainian Championship Information Technology “Ecosoft-2018”, the category
“Programming” — the 3™ degree Diploma;
2) the XXII Belorussian (open) competition of students’ research works (Minsk, 2018), the category
“Computer Science” — the Encouraging Diploma (Fig. 6).
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The Diploma of 3™ degree of the All-Ukrainian The Encouraging Diploma of the XXII Belorussian

Championship Information Technology “Ecosoft- (open) competition of students’ research works,
20187, the category “Programming”, the category “Computer Science”,
for the program “MediNA-1"; for the program “MediNA-17;
the Nominee is Cherevatyi Andrii — the Nominees are: a student of 8-Am form (school #24,
the student of 8-Am form (school #24, Odessa) Odessa) and a student of 10-A form (school #49, Odessa)
(Kyiv, feb.”2018) (Minsk, feb.”2018)

Fig. 6. The Diplomas (2018) for the program “MediNA-1"
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