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XMeNbHHULBKUIT HalllOHATIBHHUI YHIBEpPCUTET

TECTYBAHHS TA ®OPMYBAHHS 3BITY PO BIIPOBAI)KEHHS I'TBPUTHOTL
IHOPACTPYKTYPU

B cmammi po3aasHymo i docaidxcyromuscst npo2H0308aHI pezyibmamu popmyeaHHs 2ib6pudHoi ingppacmpykmypu.
Ileped nouamkom nepeHeceHHs1 aHUX, HEOOXIOHO nepekoHamucs, Wo iHpacmpykmypa nicas nonepedHix Ha1AUWMY8aHb
npayre HopMmaavHo. /A Yyvbo2o Heob6Xi0HO nposecmu psid mecmis, siki 00380/159mb gusisumu 6ydb-ski 360f Ha pi3HUX
dinsinkax. Ilepwovepzogi mecmu npogodsimvCcsi HA 2/106A/1bHOMY pigHI [ nepegipsitomv, YU HOPMAALHO HA/AAWMOBAHI
¢edepamusHi dosipui 8idHOCUHU Midc 0KaAbHOW OpaaHizayieto Exchange Server i xmapHoi caysxc6oto Exchange Online. B
pesysabmami docaidnceHHs 6y10 8usignAeHo, Wo desiki 06’ekmu XMapHoi YacmuHu, koau do HUX mpe6a 36epmamucy, Marmbs
iHwy cucmemy idenmugpikamopis, Hixc aHa.02ivHI 06’€ekmu 8 N0KANbHIU cucmemi. Y nokaabHill iHppacmpykmypi do Hux
nocu/sawmscs 3a iM’siM, 8 moti yac sk y xmapHiti 3a ID-kodom. Tomy, 8 ybomy sunadky mpeba pobumu dodamkosutl 3anum,
Akutll euseums ID-06’'ekm 3a Tiozo Hazeorw. I1id uvac HanucaHHua psdy kodie 045 Miepayii OaHUX 3anPONOHOBAHO
3acmocy8aHHs1 pi3Hux nioxodie do ynpaeaiHH0 06’ekmamMu 8 HaseMHill | XMapHili yacmuHax, wo 3anobizae BUKOPUCMAHHIO
00HUX [ mux xce memodis 0415 cucmem 00H020 muny.

Karuosi caosa: cucmema das miepayii, eibpudna inppacmpykmypa, xmapHi cepsicu, Exchange Server, yenmp
06po6ku daHux (L{O/]), nonimuku 6e3neku.
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TESTING AND FORMATION OF A REPORT ON THE IMPLEMENTATION OF HYBRID INFRASTRUCTURE

The article considers and investigates the projected results of the hybrid infrastructure formation. Before starting the data
transfer, you need to make sure that the infrastructure works properly after the previous settings. To do this, you must perform the series of
tests that will detect any failures in different areas. Priority tests are performed globally to verify that the federated trust between the on-
premises Exchange Server organization and the Exchange Online cloud service is properly established.

As a result of the research, it was found that some objects in the cloud part, when they need to be accessed, have a different system
of identifiers than similar objects in the local system. In the local infrastructure they are referred to by the name, while in the cloud
infrastructure by the ID. Therefore, in this case, you need to make an additional query that will find the ID-object by its name. When writing a
number of codes for data migration, it is proposed to use different approaches to the management of objects in the ground and cloud parts,
which prevents the use of the same methods for systems of the same type. Microsoft Exchange exports the data collected during the
infrastructure analysis, as well as the data of system users, to files on external media in the form of CSV files to be used by other modules and
in the form of TXT or HTML for a spreadsheet that is analyzed by staff. During the transferring data to cloud storage, most companies pay
special attention to how security policies will be applied to cloud resources. The main task of this testing stage is to establish that all security
parameters exported from the local infrastructure has been imported into the cloud infrastructure successfully and applied at different levels
stably. The most important series include tests: related to testing traffic rules and information leakage protection policies; designed to test
security policies; tests of policies that affect the client connection.

This type of system allows many large companies to avoid the problems associated with the process of migrating global local
infrastructure settings to the cloud environment and to improve the data analysis process with subsequent automatic management of data
migration in an IT environment with complex network infrastructure.
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Beryn

Ha croropHimmHii AeHs HE iCHY€E peai3alii TOBHOTO MEPEHOCY HAAIITYBAaHb JIOKAIBHOI IHPPACTPYKTYypH
Exchange Server y xmapHy. JlaHi KOpHCTYBa4iB MOXIINBO MIrpyBaTH Pi3HUMH METOJaMH 1 mpoTokoigamu. € 6araro
PI3HMX acleKTiB, sKi MOTPiOHI cydyacHMM minnpuemcrBaM. Hanpuknan, icHye Benmka morpeba B repeHoCi
HaJIaIITYBaHb OE3MeKH, TIOB I3aHKX 13 3aXucTOM iH(popMarlii. Takox Hemae pileHHs, sIKe MOTJIO OM ITpoaHalli3yBaTH
icHytody Tormoinorito opranizamii Exchange Server i, 3aBmikm oTpuManiii iH(opMmamii, mepebymyBamo ©0
nepeMilieHHs TaHuX kopuctyBadiB [1]. Hapasi icHye BHKIIOYHO cucTeMa iHBEHTapH3allii, 3alpOIIOHOBaHA CaMOI0
kopropariero Microsoft (RAP as a Service), a TakoX TakuMH KOMITaHisMH, sSK Quest, SKi IPOIOHYIOTh
IHBEHTapH3allilo BCi€l TOIOJIOT .

Ilepen TuM, SIK MMOYHETHCS MEPEHECCHHS NAHMX, HEOOXIAHO MEPEKOHATHCS, 110 IH(PACTPYKTypa MicJis
TIOTIEpeIHIX HAJTAIITYyBaHb MPAIIOE HOPMAIBHO. [I1s1 OTO HEOOXIAHO MPOBECTH PSI/I TECTIB, SIKI JO3BOJISTH BUSIBUTH
Oynb-sKi 3001 Ha Pi3HUX AIISHKaX.

BukJjiag 0cHOBHOTO MaTtepiajiay

Hani, sxi 3i0pani mig yac aHanizy iHQPAaCTPYKTYpH, a TakoX JaHi KOpUCTyBadiB cucremu, Microsoft
Exchange ekcrioptye no ¢aitmiB Ha 30BHImHBOMY HOCI1 y BUDIIni CSV-(aiini, ski OyoyTh BUKOPHUCTOBYBATHCH
iHmmMu MoyIsimu, Ta y Burisiai TXT ado HTML it TabnuuHoro 3BiTY, SIKWE aHalizyeThbest mepcoHanoM. Iin gac
NepelaBaHHsl JIaHMX B XMapHi CXOBHWINA OUIBIIICT, KOMIMaHii OCOONMBY yBary MNpHIUIIOTH TOMY, SIK OyIyTh
3aCTOCOBYBATHCS TIOJITHKM Oe3lekd Ha XMmapHi pecypcu. OCHOBHE 3aBJaHHS [aHOTO €Tally TECTyBaHHS
BCTaHOBHTH, 1[0 BCi EKCIIOPTOBaHI 3 JIOKAIbHOI 1H(OPACTPYKTYpH MapaMeTpHu Oe3NeKH IMIOPTYBAIMCS B XMapHY
iHGPACTPYKTYpy YCIIIIHO i cTabiIbHO 3aCTOCOBYIOTHCS Ha Pi3HUX piBHAX. [l0 HalBaXIMBIMIKX cepiif BiAHOCATHCS
TECTH: TIOB'sI3aHi 3 TECTYBaHHIM TPAHCHOPTHHUX IMPABHJI 1 MOJITUKAM 3aXUCTy BiJl BUTOKY iH(opMallii; mpu3HavyeHi
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IUTS TECTYBaHHS MOJITHK OE3MEeKH; TECTH MOJITHK, 110 BIUTUBAIOTH HA KITI€EHTCHKE MiAKIIOYCHHS [2].

TecryBanusi Ta popmyBaHHs 3BiTY PO BHPOBAKeHHS riopuaHoi indpacrpykrypu. Ilepmodeprosi
TECTH MPOBOMATHCS Ha TIJI00AIBLHOMY pIiBHI 1 MEPEBIPSIOTh YM HOPMAILHO HaJAIITOBaHI ()eAepaTHBHI JOBIpYi
BiTHOCHHH MiX JIOKaJbHOIO opraHizarmiero Exchange Server i xmapHoi ciry>x60t0 Exchange Online.

[Tepimum TecToM MepeBipsEThCSI HOPMAJIBHO HaNATOBaHO (enepalis 1 4 Moxe Jokanbauid Exchange Server
orpuMmarH TokeH Bim Microsoft Federation Gateway, sikuii BimmoBizae 3a ayTeHTH(IKamilo i BUAady ITOCBiT4EHb BCIM
opranizarissm Exchange Server B cBiri. Jlana nepeBipka 3aiiicHioerbest B PowerShell HactynHuM psiakom:

Test-FederationTrust -USerldentity "USER_ID" -verbose

PesynpraToM manoi komaHmu Mae OyTH 6 pi3HHX TECTiB, SKi MOBIIOMIIATH HAC MPO cTaH (HOpMalbHE
(byHKIIOHYBaHHS - success). [lepr, Hi>k TPOHTH BCl TECTH HEOOXITHO CTBOPUTH P TECTOBHUX MOLITOBHX CKPHHBOK
ymoBHoO 3 imeHamu LocalTestUserl i LocalTestUser2 3 ocHOBHUMH MOIITOBUMHE Cy(hikcaMH MOIITOBOI OpraHi3arii.
Takok HEOOXiHO CTBOPUTH JBI TECTOBHX IIOIITOBI CKpWMHBKH, sKi mepeOyBaioth B Office 365 3 imeHamu
0365TestUserl i O365TestUser2. Ilicns Toro, sik BCi yMOBH MJisl TECTIB CTBOPEHI MOXKHA MOYMHATH iX
BHKOHYBaTH [3].

TectyBanus mirpamii xanux. /s Toro moo nepekoHaTucs, 1o JaHi B Mail0yTHEOMY OyAyTh HOPMAaIbHO
MIePEMIMIaTHCS MIXK JIOKAJIFHOIO Ta XMapHOIO iH(PpacTpyKTypaMHu HeoOXiTHO BUKOHATH /IBa TECTH.

1) Tecr Ha Te, WO JIOKabHA IHOPACTPYKTYpa HOPMaJbHO OIyOIikoBaHA i 10 Hei HOPMaJIBHO 3MOXKYTh
nigmodarucs cryxom Office 365, misa Toro mob MoxxkHa Oyio nmepemimary Aadi. s 1poro HeoOXiHO BigBigaTH
nopran kommasnii Microsoft “Microsoft connectivity analyzer”: https://testconnectivity.microsoft.com/ (Puc. 1).

Select the test you want to run.

Exchange Server @ SfB / Lync Office 365 | Client Message Analyzer

4 Microsoft Exchange ActiveSync Connectivity Tests

O Exchange ActiveSync EWS Access Test
) Exchange ActiveSync Autodiscover This test verifies a
service account's ability

Microsoft Exchange Web Services Connectivity Tests to access a specified
mailbox, create and
() Synchronization, Notification, Availability, and Automatic Replies delete items in it, and

access it via Exchange
Impersonation. This test
is primarily used by

®) Service Adcount Access (Developers)

M# Microsoft Office Outlook Connectivity Tests application developers
= to test the ability to
- ) Qutlook Connectivity access mailboxes with

— ) I jals.
\_) Outlook Autodiscover alternate credentials

Internet Email Tests

O Inbound SMTP Email
) Outbound SMTP Email
O POP Email

O IMAP Email

Puc. 1. Intepdeiic Microsoft Connectivity Analyzer

Ha upomy nonarky BHOMpaeMo IyHKT, SIKMH HPOTECTYE KOPEKTHICTh HamamrtyBaHb WEB-cepsicis, 1o
omy06mikoBaHi B iHTepHeT. LluM TecToM HEOOXiHO ITepEeBipUTH BCi CEpPBicH, AKi KOMIaHisA OIMyOIiKyBana B iHTEpHET.

2) Tect i mepeBipku mpane3natHocTi TiOpunHoi iHppacTtpykrypu Exchange Server, To0to, Tecrose
MepEeMIllleHHs 3a34aJieTiib MPHUTOTOBAaHUX IIOMITOBUX CKPUHBOK 3 JIOKANBHOI 1HPPACTPYKTypd B XMapHy 3
TOAATBINM TECTYBAHHS MiIKITIOYCHHS KII€HTCHKOT YaCTHHOIO.

TecryBanusi KJIi€HTChKOI YacTHHM. HacTynmHuM TecToM € mepeBipka TOro, 10 KOpUCTyBadi (BIaCHHKU
MOMITOBUX CKPHHBOK), II0 3HAXOIATHCS B JIOKaNbHIN iHGpacTpykTypi Exchange Server MoXyTh OTpIMAaTH JOCTYII
JI0 pecypciB KOPHUCTYBauiB, o 3HaxoaaThest B Exchange Online (Hanpukian, kanennapi).

OcobnuBy yBary B riOpuaHoi iHdpacTpykrypi Exchange Server cmig mpuainuti ciyx6i Autodiscover.
Came Bix Hel 3aJIeKHTh Te, HACKIJIBKM YCIIIIHO KOPHCTYBadi, YMi MOIITOBI CKPUHBKH 3HAXOMAATHCS B XMAapHii
ciyx0i, 3MOXKYTh aBTOMAaTHYHO OyTH MeEpeHampaBjicHi Ha Touky miakmodeHHs Office365. A mpu HasBHOCTI
(denepatuBHOi cnyx0u ayreHTH(IKAIIi, Takok Oyae 3MIHCHEHO MPOIEC MiAKIIOYCHHS JO0 CKPUHBKH O€3 3aluTy
ayrentudikauiiinux nanux (Single-Sigh-On). BoasiThesi aHi Mo TecToBOMY OOJIIKOBOMY 3alucy, 3 IMOLITOBOIO
CKPHHBKOIO B XMapi, a MOTiM poduThCs Oe3mocepeHbo caM TecT [3, 4]:

Test-OutlookWebServices -Identity: Office365TestUser 1 @<domain>.com -MailboxCredential $cred -
AutoDiscoverServer <FOQDN_CEPBEPA_Exchange>

Takoxx B Tpolieci TaHOTO TECTy MNepeBipsitoThes ciykOu: Autodiscover; Availability Service; Outlook
Anywhere; Offline Address Book.
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TecTyBaHHA TpaHcHoOpTHOro ¢yHkuioHamy. TecTyBaHHS TpaHCIOPTHOI KOH(irypamii IpoBOAUTECS Ha
KiJIBKOX PpIBHSIX B 3aJIKHOCTI Bif, KOHGQIrypamii, $SKy 3acTocyBald B Tpoleci HAacTpOoWKH riOpuaHoi
iHGPACTPYKTYpH. YMOBHO BCI TECTH IUIATHCS HA HACTYIIHI KaTeropii.

- TecryBaHHs BHYTpIIIHBOI KOMYHIKaIil (BiINPaBISIOTECS JIMCTH 3 JIOKAIBHOIO IOMITOBOTO SIIHKA B
XMapHuil 1 HaBnaku). TakuM YMHOM MOJXKHA TIEPEBIPUTH TPaBWIIBHICTh HaJalITyBaHb IS TPAaHCIIOPTHOI
KOMYHIKaIlii MK pi3SHEMHU 9acTHHaMU Ti0puaHOi iHppacTpykTypu Exchange Server.

- TecTyBaHHS MOIUTH JJIs1 30BHILIHIX OJIEpKyBadiB. BiAnpaBisioThes 1Ba MOBIJOMIICHHS /10 30BHIIIHBOTO
cBiTy (OIHE 3 MOIMITOBOI CKPHHBKH, PO3TAIIOBAHOI B JIOKAIBHINA YaCTHHI, a IHIIE 3 XMapHOI YaCTHHH TiOpHIHOI
iHppacTpyKTypH). MeTa 1aHOTO TECTy - NMEpPEeBIPUTH NMPABMIBHICTH MAPLIPYTIB 1 pyXy BuximHoi momrru. ITin wac
MIPOBEJICHHSI JTAHOTO TECTY IMOTPIOHO YBOKHO CTEXKHUTH, 100 HA JIMCTH HE 3aCTOCOBYBAIHCS OYy/b-sIKI TPAHCIIOPTHI
IpaBmiIa a00 MOJITUKA 3aXHCTy iHpOopMaIlii, TKi MOXKYTh OJIOKYBaTH OBIJOMIICHHS a00 3MiHIOBATH HOTO MapIIpyT.

- TectyBaHHs BXimHOI MOIITH, IO HAMIHMIIIA i3 30BHIMIHIX cuCTeM. J[JIsl yCIHINIHOTO BUKOHAHHS JTaHOTO
TECTy HEOOXiTHO BIiANIPaBHTH JIMCTa i3 30BHINIHIX MHOMTOBUX CHCTEM (MOXXHAa BHKOPHUCTOBYBATH OE3KOIITOBHI
TECTOBI cepBicH Taki sk outlook.com) Ha J(Bi TECTOBI MOIITOBI CKPUHBKH 13 TiOpHIHOIO OpraHizamii MmianmpueMcTBa
(ommH ozmepKyBay 3 XMapHOI iHPPacTPyKTypH, IpyTuii 3 JOKaIbHOT). MeTa JaHOTO TeCTy MEePEeBIpUTH MPABUIBHICTH
MPOXO/DKEHHS 13 30BHIIIHBOTO CBITY MO 3a3Jajerigp NpoIMcaHoMy MapuipyTy. Ilin uYac BHKOHAHHS TecTy
HEOOXITHO MEepeKOHATUCS, IO Ha JIMCTH He OyAyTh 3aCTOCOBYBATUCS OYy/b-5Ki TPAHCIIOPTHI MpaBuiia ab0 MOJITUKU
3axXUCTy BiJ BUTOKY iH(opMmarrii.

- Tect Ha MOXKJIMBICTb MIIKJIFOYSHHS BHYTPILIHIX PeCypciB (TakuX sIK CKaHepH ad0 CUCTEMH OIOBILLIEHHS) B
pasi nepeHeceHHs BinnoBimHNX KoHEKTOPiB (Receive Connector) 3 mokanbHOI iHQPACTPYKTYPH y XMapHY.

VY BciX BUNAJKax MOXXHa KOPHCTYBATHCS SK CTOPOHHIMH YTHJIITaMH, Tak i BOYJZOBaHMMH KOMaHIaMH 1
yrmiaitamu Windows, Takumi sik Telnet.exe abo x komanmierom Send-SMTPMail, sxwii BOyzgoBaHMiA B CTaHIAPTHY
noctaBKy cepenosuiia PowerShell #ioro ocransi Bepcii.

TecryBannsi ¢yHkuionanxy ejsemMeHTiB Oe3mexu. [lig yac mnepenaBaHHS JaHUX B XMapHi CXOBHIIA
OUTBIIICTH KOMIMAHIi OCOOJIMBY yBary MpUIUIIOTE TOMY, SIK OYIyTh 3aCTOCOBYBATHCS IONITHKN OC3MEKH Ha XMapHIi
pecypcu. OCHOBHE 3aBJaHHSl JIaHOTO €Tally TECTYBaHHS BCTaHOBUTH, IO BCI EKCHOPTOBaHI 3 JIOKAIbHOI
iHQpacCTpyKTypH TmapaMeTpud Oe3leKH IMIIOPTYBaIHCA B XMapHy IHQPACTPyKTypy VCIIIIHO 1 CTiiKO
3aCTOCOBYIOThCS Ha PI3HUX PiBHSX.

Ilepma cepist TecTiB moB'A3aHa 3 TECTYBAaHHSIM TPAHCIOPTHUX IPABHUJ 1 MONITHKAM 3aIIWTI BiJ BHTOKY
iHpopmamii. i mporo HEoOXiHO IMpoaHANi3yBaTH 3BIT, 3T€HEPOBaHWI Ha eTalli OIIHKM iH(PacCTPyKTypH Ta
CTBOPUTH JIUCTH, SIKI mimnaganu O mig Ti uM iHmi npaBuia. OcoOMUBY yBary NMpUALSIIOTE TOMY, IO HapaMeTpH
Oes3mekn B XMapHO! 1 JIOKaTbHOI YacTWHAX TiOpUAHOI iHPPACTPYKTYpH MAiIOTH HAa TPAHCHOPTHI KOMITOHEHTH
aOCOJIIOTHO HE3aJIeKHO. A OT)Ke, NPOBENCHHSI TECTIB 00OB'SI3KOBO, 100 HE OTpUMATH e(eKT IyOJIOBaHHS, SKUM
BUHHUKA€, HAIIPUKJIAJ], IPU 3aCTOCYBaHHI IPaBUII apXiBYBaHH:L.

Jpyra cepist TeCTiB puU3HAYCHA [T TECTYBaHHS MOJITUK OC3IEKH, SIKi BITHOCATHCS 10 Oe3MeKH 30epiranHs
naanx, Taki sk InPlace Hold Policies a6o x Retention Policies. s mporo HeoOXigHO MO 4ep3i 3aCTOCYBaTH JaHi
MOJITUK Ha TECTOBUH OOJIKOBHH 3amuc, IO 3HAXOAWThCS B XMapHIM YacTWHI 1 NEpeBipUTH IPaBHIBHICTH
3aCTOCYBaHHS THX Y{ IHIIMX HaJIAIITYBaHb.

TpeTboro cepi€ro TecTiB, sKi HEOOXIIHO MEPEBIPUTH, € TECTH MOJITHK, IO BIUIMBAIOTh HAa KIIEHTCHKE
migKToYeHHs. Jo TaHuX HalalTyBaHb MOXKHA BIHECTH MOMITHKK noctyny no WEB-iaTepdeiicy (Outlook Web
Application) ab0 TONITHKH 3aXUCTy [JaHUX HA MOOUTPHHX NPUCTPOAx. [lomiTHKM MaroTh OyTH 1O dep3i
IIPOTECTOBaHI Ha TECTOBOMY IOIITOBOMY SIIIMKY, PO3TAllIOBAHOMY B XMAapHiil YacTHHI TiOpHIHOT iHYPaCTPyKTypH.

IlepeneceHHsI JaHUX KOPUCTYBAaYiB B XMapHY iHpacTpyKTypy 3rigHo 3 morpedamu migmpuemcTBa.
OcraHHIM eTarnoM BIPOBaLKEHHs TiOpuaHoi iHppacTpykTypn Exchange Server € daxkTuune nepeHeceHHs JaHUX B
XMapHy 1HQPACTPYKTYpy 3 MOJAIBIINM 3aCTOCYBaHHSIM HA TEpEMIlleHi NaHi BCiX IMOJIITUK Ta HAJAIITyBaHb, SKi
3aCTOCOBYBAJIMCS Ha HUX B JIOKaJbHIH iHQpacTpykTypi. [ JOCATHEHHS Li€l METH MONEPEAHbO SKCHOPTYIOTHCS
HaJIAIITYBaHHS 3 KOKHOT TOIITOBOT CKPUHBKH 1 30epiratoThes y (aiiam 3 madlIoOHHUMH IMEHAMHU.

IlepeBeneHHs MOIITOBUX CKPHHBOK /10 XMapHOI iHppacTpykTypu. HaifBiAmoBifansHIIIAM eTanoM npu
1oOyzoB1 TiOpUAHOI iHPPACTPYKTYpHU € (aKTH4HE MEepeMIlleHHS AaHUX 3 JOKAJIBHOI YacTHHU iH(PacTpyKTypH B
xMmapHy. [lepeHeceHHsT TaHUX MOXKE 3/1ICHIOBATUCS SK Ha eJIeMEHTApHOMY PiBHI (TIepeHECEHHS OKPEMOi MOIITOBOI
CKPUHBKH), TaK 1 HA MacOBOMY - KOJIM CTBOPIOETHCS 3aBJIAHHS ISl IIEPEMILIEHHS MTOIITOBUX CKPHHBOK y BENUKIN
KiJIBKOCTI. | B TOMY, i B iIHIIIOMY BUIIaJKy 3aBJIaHHSI CTBOPIOETHCS 1 YIPABIISETHCS 3 OOKY XMapHOi YaCTHHH.

Came 3 XMapHOI iHQPACTPYKTYPH 3IIHCHIOETCS MiT'€THAHHS 0 JOKaIbHOI iHdpacTpykTypu uepe3 WEB-
cepBicH, omy0sIiKoBaHi y 30BHimIHIM cBiT. [1[00 xMapHa ciay»x0a MOrja IiI'eIHaTUCh 0 JOKAIbHOI 3 00Ky XMapHHX
CepBiciB, aAMIHICTPATHBHUM IIEPCOHAIOM CTBOPIOETHCS crielianbHui 00'ekT «Migration Endpointy, skuit 306epirae
iH(OpMaILifo PO Te, 10 SKOTO 3 OIyOIIKOBAaHNX y 30BHILIHIN CBIT CepBEpiB MiN'€JHATHCH, @ TAKOXK KU OOJIKOBU I
3amuc 1 maposib 10 HbOTO BUKOPUCTOBYBATH JUIS 3iMiCHeHHS min egHaHHA. Jlami, Konn (akTHIHO 3IIHCHIOETHCS
Mirpauisi JaHuX, aJMiHicTpaTop BKasye sikuid Migrationendpoint BUKOPUCTOBYBATH JUIsl Mirpalii y BHIIQIKY, KOJH
HaJlAIITOBAaHO OulblIe OXHOro 00'€KTa Takoro Kkiacy. Takmi TinXig HEZOCTaTHRO 3pYYHHUl, TaK sK
aZMIHICTPATHBHUM I€pCcOHAN, MOBMHEH BPYYHY po3iOparucsi — sKi IONMITOBI CKPWHBKM dYepe3 SKWH KaHaj
IiJ'€JHAHHS MAKOTh MIEPEMIIyBaTUCh, PUCYHOK 2.

[ITo6 BupimuTH 1e 3aBOaHHA, Oylia po3poOiieHa CHCTeMa, ska aHaNli3ye CTaH 1 pO3TAalIyBaHHS ITOIITOBHX
CKPHHBOK KOPHUCTYBadiB B PEaJbHOMY 4Yaci 1 caMOCTiiiHO Bu3Hauae, yepe3 skuii WEB ceppic moBuHHA OyTu
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3[iCHEHA MIrparlisi KO>KHO{ ITOIITOBOI CKPHHBKH, IICIIS YOTO AWHAMIYHO ()OPMYIOTHCS 3aBIaHHS Ha Mirpariro, B
SIKMX BCI TTOIITOBI CKPUHBKY 3rpynoBani 1o WEB-cepBicy, uepe3 sikuii TOBHHHA 3/I{CHIOBATHCS 115 Mirpartis.

Internal Network

ApMIHICTpaTUB

Huit nepconan Migration Point 1
JNoKanbHuin
- - Exchange Server He
. Hanpamok mirpauii gaHux £ 5 33 ony6nikoBaHuii B
G Ofﬁce 365 KOpUCTyBauiB

NokanbHuit
Exchange Servers, 3
ony6nikoBaHumu BEB
cepBicaMm B iHTEpHET

| iHTepHeT

NokanbHui
Exchange Server e

A ony6nikoBaHuii B
| iHTepHet

ALMIHICTPATUBHMI

Migration Pointi/ nepcoxan

JloKanbHMit
Exchange Server He
ony6nikoBaHuit B
iHTepHeT

L

JNokanbHui
Exchange Servers, 3
ony6nikosaHumu BEB
cepsicamMu B iHTEpHeT

Puc. 2. IlepemimeHHsi IOIITOBUX CKPHHBOK B CTAHJAPTHOMY Pe:KHMI

Takwuii migxia 103BoJsie e)eKTHBHO BUKOPUCTOBYBATH BCl IHTEPHET-KaHAIIM Mepeadi JaHuX, ONTUMI3yBaTh
MEpEeXEBHUH MTOTIK y BHYTPIMIHIHA iHPPACTPYyKTYpi, @ TAKOK 3HAYHO CKOPOTHTH Yac Mirparii TaHuX, Tak sIK Mirparis
MPOBOJIUTHCS B KiJIbKa MMOTOKIB, PUCYHOK 3.

Migration Point 1
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Migration Point 2

Puc. 3. Ilepeminiennsi NOITOBAX CKPHHBLOK B TMHAMIYHOMY

IIpu moOyoBi Janoro pimeHHs OyB 0OpaHUi HACTYITHHHA alTOPHTMH.

- Bei Caiitn AxtuBHoro Karamory, B skux € cepBepu opranizauii Exchange Server, 3B's3yioTbest i3
soBHiHIM WEB-cepBicom, depes3 sKuii TOBUHHA HTH MIrparris MOITOBUX CKPHHBOK 3 JIaHOTO CauTy.

- ABToMaTHuHa TeHepamis 00'ekTiB Migrationendpoint, mo koxkaomy WEB-cepsicy. Ilpu oMy cucrema
aBTOMATU4HO IiepeBipsie, yn He OyB Migrationendpoint paHiiie 3apeecTpoBaHuil, 00 HE CTBOPIOBATH AyOIiKaTH
(mepeBipka nepeBipsieThes Ha iM'st WEB-cepBicy, o rapaHTye YHIKaJIBHICTB).

- Konmu HeoOXimHO BIANPaBUTH BEIMKY KUIBKICTh IaHUX, 3allyCKAEThCS CKPUNT, B SIKOMY BKa3ye€ThCS
MOCHJIaHHA Ha (aily, SIKU MICTHTH CIIMCOK BCiX e-mail ajpeciB MOMITOBUX CKPHHBOK, SKi MOTPIOHO HamiciaTH.
JlaHuil CKpUNT aBTOMAaTUYHO IEPEBips€ MOTOYHE MICLE3HAXOKEHHS KOXHOI IOIITOBOI CKPHHBKH, ITCIS YOO
MapKye IO MOIITOBY CKPHHBKY iH(opmaliero mnpo te, uyepe3 sikuii WEB-cepBic nani nmoBunHI MirpyBatu. Komu
MapKyBaHHsI BCiX CKPUHBOK 3aBEpIINIOCH, BCI CKPUHBKH IpyIyroThes o imenax WEB-cepsiciB, mo0 chopmyBatu
3aBranHs (Migration Batch) 3 mirpauieto yepes konkperHuit Migration Endpoint. CkpuHbKE MOXYTh OyTH 3 pi3HHX
caifriB AD, aie agMiHICTpaTUBHHI TepcoHAN 3aBIsikd 113 He MOBMHEH 3aiiMaTHCS BHBYECHHSIM TOTO, Yepe3 SIKHH
WEB-cepgic BiipaBisiTH KOHKPETHHH ITyJI TIOIITOBUX CKPHHBOK.
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BigHoBJIeHHs MOJIITHK Ta HaJalITYyBaHb Ha mNepemimeni gami. OcTaHHIM €TallOM B aBTOMATHYHIN
Mirpanii € ¢iHanpHa KOHQIrypamis MOmTOBUX CKpUHBOK. llle onHielo mpoOiemoro, MoB's3aHOI0 3 Mirpamiero B
XMapHi CEpBiCH, € 3aCTOCYBaHHS Ha HUX TOJITHK 1 HAJIAIITYBaHb TAKUX CAMUX, SIKI 3aCTOCOBYBAJIHCS JO IMOMITOBOI
CKPHHBKH B JIOKaNBHIN iH(pacTpykTypi. OnHak, mpu moOymoBi riOpuaHoi iHQPACTPYKTYpH MONITHKH Ta iHII
napameTpu (K mpaBwiio, ne JaHi, ki Exchange Server 30epirae B posmini Configuration ciy0u AKTHBHOTO
Karamory) He mepeHOCAThCS B XMapHY iHQPACTPYKTypy. 3 II€I0 METOI BHUKOHYIOTHCS CKPHITH, SKi TTOBHICTIO
EKCIIOPTYIOTh BCI HAJAIITYBaHHS JIOKANBbHOI oprawizarii. [licis 1boro Bci JaHi, IIO0 BH3HAYAKOTH MOJITUKHA Ta
KoH(iryparii, IMIOPTYIOTBCS B XMapHY YacTHHY TiOpUAHOI iH(GpacTpyKTypu. TakoX BUKOHYETHbCS CKPUNT, SKUN
EKCIOPTYy€E iHPOPMAIIiI0 TIPO TE, SKi MOJITHKH 3aCTOCOBYIOTHCS Ha MOINTOBI CKPUHBKU. [licis 3akiHYeHHS Mirpartii
MOYKHA 3aIlyCTUTH CKPUNT, SIKKH J03BOJIsIE 3 (aiiiny 13 iHGopMaIli€lo PO 3MiHH BCIX MOIMITOBUX CKPUHBOK OTPUMATH
HEOOXigHY iHQOpMAIlilo, sKa 3aCTOCOBYBAllacs Ha IIOIMTOBY CKPHHBKY MO HOro Mirpaiii Ta 3acTOCYBaTH Ti X
HaJIAIITYBaHHs, aje ByKe B XMapHii iHppacTpykTypi [1, 4]. Ciix 3ayBakuTH, 10 B JIOKaJIbHINA 1H(PaCTPyKTYpi BCi
3B'SI3KM OYAYIOTHCA 10 iIMEHAX, B TOH 4ac, AK B XMapHOi Bci 3B's3ku modynoano mo GUID (Global Unique Identity),
10 BUMarae 3poOHTH J0JIATKOBHH KPOK IIPH 3aCTOCYBaHHI HAJAIITYBaHb - 3'acyBatH, skuii GUID y nmomituky, sSKy
HEOOXiJHO 3aCTOCYBaTH Ha TOMITOBY CKPHWHBKY, IICIS YOr0 ONEpPyBaTH NaHWMH aTpuOyToMm. JlaHwid mimxin
JO3BOJISIE Bifpa3y Imicis MepeMilieHHS OyAb-fKOi KUIBKOCTI TOIITOBHX CKPHHBOK OpaTté B OOpOOKy Meperik
MepEeMILlIeHNX MOLITOBUX CKPUHBOK i 32CTOCOBYBATH HAa HHMX BCl HAJIALITYBaHHS, HE BUTPAYalOud PECYpCH 1 4ac Ha
aHaJIi3 1 BUSBIICHHS TIOITOBUX CKPHHBOK, SIKi MalOTh HEKOPEKTHI HANIAIITYBaHHS:

SRoot = "C:\ExchaData\"

8ExpPath = "C:\ExchaData\Export\"

S3Config = "C:\ExchaData\Config\"

SMBXFile = $Root+'MBXs.CSV'

SMbxPolicyFile = $ExpPath +'MBXPolicy.csv'

8CASPolicyFile = $ExpPath+'MbxCASPolicy.csv'

SMBXs = Import-Csv SMBXFile

SMBXPolicies = Import-Csv -Path $MbxPolicyFile

3CASPolicies = Import-Csv -Path $CASPolicyFile

Scredl = Get-Credential -Message "Enter Credentials of Admin Exchange Online"

3Session = New-PSSession -ConfigurationName Microsoft. Exchange -ConnectionUri
https.//outlook.office365.com/powershell-liveid/ -Credential $credl -Authentication Basic -AllowRedirection

Import-PSSession 3Session -DisableNameChecking

Jforeach (SMBX in SMBXs){

Semail=$MBX Email

$UsrMbxPol = $MBXPolicies | where PrimarySmtpAddress -EQ $email

SstrRetPol = " -RetentionPolicy $UsrMbxPol.RetentionPolicy "

SstrAddrtPol = " -AddressBookPolicy $UsrMbxPol.AddressBookPolicy "

SstrRolePol = " -RoleAssignmentPolicy $UsrMbxPol.RoleAssignmentPolicy "

3UserCasPol = $CASPolicies | where PrimarySmtpAddress -EQ $email

3StrActSyncPol =" —ActtveSyncMazlboxPollcy 8UserCasPol.ActiveSyncMailboxPolicy "

3StrActSyncDef " -ActiveSyncMailboxPolicylsDefaulted
3UserCasPol. ActzveSyncMallboxPolzcyIsDefaulted "

8StrOwaPol = " -OwaMailboxPolicy $UserCasPol.OwaMailboxPolicy "

Set-Mailbox $email $strRetPol $strAddrtPol $strRolePol

Set-CasMailbox $email 8StrActSyncPol $StrActSyncDef $StrOwaPol

/
/

[Ticns 3acTocyBaHHS CKpPHIITa MOIITOBI CKPUHBKM KOPUCTYBAYiB, IMEpepaxoBaHuX y (ailii, NOTparvIsiioTh

M7 Tif0 TIOMITHK iJEHTHYHO TOMY, IK OyJI0 B IOKaJbHIN yacTuHI opranizanii Exchange Server.
BucHoBknu

st Toro, mo6 mpoTecTyBaTH Ipane3JaTHICTh CUCTEMH, 00y J0BaHO TecToBY iH(pacTpykTypy Exchange
Server y xmapHiii indpactpykrypi Microsoft Azure. Y TecToBOMY cepeloBHILI CTBOPEHO iHMPACTPYKTYPY i3 ABOX
JOMEHHHUX KOHTPOJIEPIB (MOJIYJISILisl JBOX CaiTIiB), siki OyJ0o po3TamoBaHo y pi3HHX HinMmepexax. Ha ogHomy 3
JOMEHHHX KOHTpolepiB BcTaHoBieHO [13 Microsoft ADConnect, sike 03BOIISIE CHHXPOHI3YBaTH KOPHCTYBadiB
AxtuHoro Karanory mo AxruBHoro Karamory Azure. Bymno 30ymoBano nBa cepsepu Exchange Server, ski
3HAaXOJIMINCh TaKoXK Ha Pi3HMX calTax. Takox po3ropHyTto nomatrkoBuii Exchange Server B meminmitapusoBaHiit
MiJIMEPEKi, SIKUil BUKOHYBaB (DYHKIIiIO po3MexyBaibHOro cepeepa (Edge).

J1s MOKIMBOCTI CTBOpeHHA Ti0puaHOI iHppacTpykTypu HeoOximHo matu DNS-30HYy, siKy cepicu Office
365 MoxyTh nepeBipuTH (HEoOXiHA IPH CTBOpPEHHI riOpuaHOi iHdpacTpykTypH). s 1bOro, HaNPHUKIAL, MOKHA
npuabatu 30Hy it-infrastructures.net Ha €BpOIEHCHKOMY PEeECTPATOpi ITOMEHHUX iMeH. Takox, ISl MOXIJIHMBOCTI
YCTAHOBJIEHHS TiOpHIHOI iH(pacTpyKTypH HEOOXiJHO Ha cepBepax, L0 OIyONiKOBaHI B IHTEpHET, BCTAaHOBUTH
ceprudikatu s Toro, o0 cepsicu Office 365 wmormu BcraHoButH HTTPS-kananm [0 «IOKalIbHOT»
iHppacTpykrypu. Ilicis mporo Ha OJHOMY 3 CEpBEpiB BCTAHOBIIOEThCA MOMYTh podotu 3 Azure Active Directory
(MSOL). Ha npomy x cepBepi po3ropTatoThCs i CTBOPIOIOTHCSI CKPUITH ISl MOZYJIiB aBTOMaTH30BaHOI CHCTEMHU.
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