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PO3POBKA TA TECTYBAHHS BEB-OPIECHTOBAHOI CUCTEMHU
EJJEKTPOHHOI'O JOKYMEHTOOBIT'Y 3 BAKOPUCTAHHSIM EJIEMEHTIB
BJIOKYEMH TEXHOJIOI'TH

Y cmammi po3aasitHymo MoxcAu8i Wasxu 8upiwleHHs1 610poKpamuvHUX ma KopynyiliHux npobaem y deprcopeaHax
3a donomozor 6.10KYeliH-mexHo102ill, npoaHa1i308aHo 8eb-cepgicu, Wo 8 daHUll 4ac UKOPUCMOBYIOMbCS 0151 ynpasAiHHs
dokymeHmamu, ma e6usieseHo, Wo IicHye 6azamo npono3uyill OH-A1QlH cucmem ynpas/iHHs OOKYMeHmamu 8
KOpNnopamueHoMy 8epXHbOMY YIHOBOMY ceaMeHmMi HAs8iMmb 3 BUKOPUCMAHHAM MexHo.02ill 6/10k4eliHy. B HudxicHbOMY
yiHo8oMy cezmeHmi nponosuyii 3axucmy dokymeHmis moxcausi abo 3a dodamkosy YiHy, a6o 3 BUKOPUCMAHHIM CMOPOHHIX
iHcmpymeHmis, nidka0veHux abo po3pobaeHux camocmitiHo.

AHani3 modeni 3a2po3 nokasas, Wo 0CHOBHUMU NOPYWHUKAMU € Hcalidep, ujo mae docmyn 0o adMiHicmpy8aHHs
dodamky peecmpayii dokymernmis a6o do admiHicmpysaHHs1 6a3u daHux dodamky, Wo Hece 8 co6i 3a2po3y 3MIHU HUM YUX
daHux, ma 308HIWHIT NOPYWHUK, WO MOXHCe 8UKOPUCMO8Y8amMuU OCHOBHI 8pasz/usocmi ee6-dodamkis, maki sik SQL-in'exyii,
CSRF, XSS amaku, amaku nogHozo nepe6opy peecmpayiliHux 0aHux, 3ad/is1 po38idku, ompuMaHHs adMiHicmpamugHux npas
docmyny ma eHeceHHSs 3MiH 8 peecmpayitiHi OaHi.

Po3pobsaeHo ma npomecmosaHo 000amok, wo peanisye 6U3HA4eHI MeXaHi3mu 3axucmy: BukopucmauHs
mexHo/02ii 610KkYeliH 045 Hemodxcausocmi HenomimHoi 3MiHU peecmpayiliHux O0aHux 3apeecmpo8aHux OOKyMeHmis;
36epesceHHs1 Xeu-CyMu 3apeecmpogaHux dokymeHmie ma eepudikayia 3apeecmpogaHux dokymenmis; HasawmyeaHHs
po3medicysaHHst docmyny 0451 36epedceHHs: KOH@PIOeHYiliHOI ma komepyiliHoi maemHuyi 8 ycmawnosi; 3axucm 8i0 iHwux
8pas/ausocmeli 8e6-000amkis.

BcmanosseHo, wjo inmepec do 610k4etiH mexHoAa02ill npodosicye 3pocmamu 3 peOpMy8aHHAM MaA pO38UMKOM
ecix cgep yKpaiHcvkoi depocasu, a came meduuHoi pegopmu, cydosoi ma npagooxopoHHOi pedopmu, pO3BUMKOM
e/lekmpoHHOI depycasu ma mak 3eaHoi «didxicumanizayii» depicasu ma e ymogax mpuearoyoi KibepsiliHu 3 depicagoro-
azpecopom. Bukopucmahus 6a0kveliH mexHoso2ill Moxce gupiwumu 6azamo npo6sem, nog’s3aHux 3 6lpokpamiero,
Kopynyieto, kpadixckamu ma waxpaiicmeamu.

Omoice, 3acmocy8aHHsl 6/10K4eliH /102IKU 8 cuCmeMmMax eJeKmpoHHo20 0OKYMeHmMoo6izy HadiliHo 3anobizae cnpobam
3/108MUCHUKIB 3MIHUMU 3apeecmpo8aHi OKyMeHmu.

Karuosi caosa: 6a0kuelin; cucmema esekmpoHHo20 dokymenmoobizy; CE/].
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DEVELOPMENT AND TESTING OF A WEB-ORIENTED ELECTRONIC DOCUMENT MANAGEMENT SYSTEM
USING BLOCKCHAIN TECHNOLOGIES ELEMENTS

The article examines possible ways to solve bureaucratic and corruption problems in state organizations with the help of
blockchain technologies, analyzes the web services currently used for document management and reveals that there are many offers of
online document management systems in the corporate upper price segment, even using blockchain technologies. In the lower price segment,
document protection offers are possible either for an additional price or with the use of third-party tools, connected or developed
independently.

Threat model analysis showed that the main offenders are an insider who has access to the administration of the document
registration application or to the administration of the application database, which carries the threat of changing this data, and an external
offender who can use the main web applications vulnerabilities, such as SQL injection, CSRF, XSS attacks, brute force attacks, for
reconnaissance, obtaining administrative access and making changes to registration data.

The application has been developed and tested that implements certain protection mechanisms: Use of blockchain technology for
the impossibility of imperceptibly changing the registration data of registered documents; of Registered documents hash sum storage and
registered documents verification; Setting up delimitation of access to preserve confidential and commercial secrets in the institution;
Protection against other web application vulnerabilities.

It has been established that interest in blockchain technologies continues to grow with the reform and development of all spheres
of the Ukrainian state, namely medical reform, judicial and law enforcement reform, the development of the electronic state and the so-called
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"digitalization" of the state, and in the context of the ongoing cyber war with the aggressor state. The use of blockchain technology can solve
many problems related to bureaucracy, corruption, theft and fraud.

Therefore, the application of blockchain logic in electronic document management systems reliably prevents attempts by
criminals to change registered documents.

Keywords: blockchain; electronic document management systems; EDMS.

IHocTaHoBKa MpodaeMu

Cucrema enexrponHoro nokymeHtoobiry (CEMl) — myke BakiuBa YacTHHA iH(pOpMAamiiHOTO JaHIMA(Ty
cydacHol opranizamii. EJeKTpoHHUII MOKYMEHTOOOIr y CHOTOIHINIHIA JEHb IIHPOKO BIIPOBAIKYETHCS y TAKUX
3aXUINEHNX 3aKOHOM cdepax sSK: MEIWIHHA, CyI0Ba NisIbHICTB, OCBiTa, (hinancw, nepxxapHi mocuayru (His). CEJ]
TaKOX TPH3HAYEHA JUIS BUPILICHHS KPUTHYHO BaXKJIMBUX Oi3HEC-3aBJaHb, MOB'SI3aHUX 3 YIPABIiHHAM, 30epiraHHsiIM
Ta IHTErpawli€lo OKyMEHTIB, pi3HHX (ailniB Ta iHIIOI BaxnuBoi iH(opmanii, Mo MicTHThCS B iH(OpMamiiHUX
cucreMax Ta OizHec-monarkax. s HOpMaIbHOI POOOTH EJIEKTPOHHOTO JOKYMEHTOO00Iry HeoOXiTHUH Oe3neyHuid Ta
HaJiliHui mpouec oOpoOKkM Ta 30epiranHs iH(opMauii. 3axWIIEHHH EJIeKTPOHHUI JTOKYMEHTOOOIr — OIHE 3
HaMBaKJIMBININX 3aBJaHb 3a0€3MCUCHHs CIUITBHOI OC3MeKH B OpraHizalii, sikii HeoOXiTHO MPUAUIATH JyKE BEIUKE
3HAaUYeHHAd Ta NWiIbHY yBary. /Jlng 3a0e3medeHHs iH(popMamiifHOi Oe3leKn BUKOPHCTOBYIOThCS —CydacHi
Kkpunrorpadigi 3acodu 3axucTy Ta mMUppyBaHHA iHGOPMAIIi] 151 OJHO3HAYHOTO PO3MEKYBaHHS AOCTYIY IO Hel, a
OIHIM 3 HOBITHIX METOZIB € 3aCTOCYBaHHsI TEXHOJIOTii OJIOKYeHH s 30epekeHHs MaHWX 1 BUKIFOUEHHS iX
(hanbcudikarii, o 0coOIMBO aKTyaILHO B TIEPio[ Iepexory JroacTBa 1o Bukopuctanas INDUSTRY 4.0.

AHaJii3 0CTaHHIX JKepeJ

Koncanturarosa xommanis Booz Allen Hamilton mpencraBmna ormsan [1] MOXKIMBHX HUIAXiB BUPIMICHHS
OIOpOKpaTHYHHX MpoOIeM Yy JepKopraHax 3a JOIOMOTOI0 OJIOKYEHH-TEXHOJOTiH. 3aBAsku Tpo3opiil Ta
JICIICHTPATi30BaHill CHCTEMi, MEpeBipKa MaHMX MOXKE 3IHCHIOBATUCH OYyIb-SIKHM YYaCHHKOM, IO JO3BOJIUTH
3MILHUTH JIOBIpY TpOMajasH 10 JjepxopraHiB. [lepeBaraMym BUKOpHUCTaHHS OJIOKYEHH-TEXHOJIOTIH € 3axucT
KOH(DIACHIIHHUX JNaHMUX, 3HIDKEHHS BHUTPAT Ta IMiJBHIICHHS €(EKTHBHOCTI, CIPOIIEHHS NPOLECIB, 3MEHILIECHHS
HABaHTAXXCHHS Ha ayIWT, iABUIICHHS OC3MEeKH Ta 3a0e3MeueHHs IiIicHOCTI anuX. Kpim Oropokpatii, MonuMpeHo o
YPAIOBOIO IPOOIEMOI0 € Kopymuisi. BukopucranHs 0J0K4eiiHy Moke OyTH BUKOPUCTAHO JUIsi OOMEXEHHs KOpPYIIIIii,
IaxpancTBa, KpaaiKoK Ta Hel[lJIbOBOI'O BUKOPHUCTAaHHS JIepKaBHUX pecypciB. Forbes 3a3HaumB po OCHOBHI TPpEHIU
BUKOPHUCTaHHs OnokueiiHy [2] HacTymHe: ONOKYEHH IS BiJCTE)KEHHS Ta PO3IOBCIOMKCHHS BAKIWH, 3POCTAHHS
KOpPIIOpaTHBHOTO OJOKYelHy, 3pocTaHHa 3actocyBaHHA NFT, OnokueitH sk mocmyra (Blockchain-as-a-Service,
BaaS). Amnamituku Gartner omyONiKyBalIHM CIHCOK PEKOMEHIALIA MpO Te, B AKHX cdepax YpsAHAOBHM OpraHaM
noTpibHO BHIpoBaKyBatH Onok4derH [3]. 3a mporHo3amu HOCHiAHUKIB, 10 2025 OMOKUYEHH-TEXHOJOTII CTaHYThH
OCHOBOIO JUIsl TJI00aJbHOI JeleHTpati3oBaHol cucteMu ineHtudikamii. Ilepen ypsioBUMH YMHOBHHMKAMH CTOITh
HHM3Ka BapiaHTiB BUKOPHUCTAHHS L€l TEXHOJIOTIl: BUOOPH, TyMaHITapHI Ta COLiaJbHI MMOCIYIH, PUHKU HU(PPOBUX
AKTHBIB, MiJIBULIEHHS €(eKTUBHOCTI, IIJIOBOACTBO.

Po3pobiieHo Garato BeO-cepBiciB, 110 B AaHHUIT YaC BUKOPUCTOBYIOTHCS JIJIsl YIIPABIIHHS JOKyMeHTamu [4].
Haii0inpm Bimomumu Ta BxuBanuMu € Google Drive [S5], Dropbox [6] Ta OneDrive [7]. Takox HmIHpOKO
BUKOPHCTOBYIOThCS IOAATKH, SIKi MalOTh €KCIEPTHUI BUCHOBOK ILI0/I0 BiINOBIAHOCTI BUMOTaM TEXHIYHOTO 3aXHUCTY
indopmariii B Ykpaiui [8]: MODX [9], Tresorit [10], FileCloud [11], SmartVault [12], iDOC [6], CleverForms [13],
Megapolis.DocNet [14]. Pi3ni npuBatHi miardopmu (Hanmpuknan, IBM Hyperledger Fabric, Corda [15], Waves
Enterprise [16]) mo3BoisitoTh 3a0e3mednTi KOHQIACHIIHHIA 00MIH JaHUMHU BCEpEAMHI OIOKUSHH-Mepexi pi3HUMH
criocobamu, B OCHOBHOMY 32 paXyHOK B3a€MOJIil MPUBATHUX 0a3 MaHWX 1M03a OJIOKYeHH-Mepexero, 3i 30epiranHsIm
XeII-CYM IHX JaHHUX Y OJIOKYCHHI.

Takum uMHOM, iCHye OaraTo MpOMO3HUIiN OH-TaH CHCTEM YNPAaBIiHHS JOKYMEHTaMHU B KOPHOPAaTHBHOMY
BEPXHHOMY I[IHOBOMY CETMCHTI HaBiTb 3 BUKOPUCTAHHSIM TEXHOJIOTiH OJIOKYeHHY. B HIKHbOMY IIHOBOMY CETMEHTI
MPOTO3HILIT 3aXUCTy IOKYMEHTIB MOKJIMBI 200 3a JOAATKOBY 1iHY, 400 3 BUKOPUCTAHHSM CTOPOHHIX iHCTPYMEHTIB,
HiAKII0YeHnX ab0 po3po0IIeHUX CaMOCTIHHO.

Buxkusiax ocHOBHOTO MaTepiaJy.

Mertoro po6oTH € po3poOKa Ta TECTYBaHHS BEO-OpiEHTOBAHOI CHCTEMHU E€IEKTPOHHOTO JOKYMEHTOOOIry 3
BUKOPUCTAHHSIM €JIEMEHTIB OJIOKYEIH TeXHOIOT1H.

Bupinsrors 3 Tunm OnokdedHy: myOumivni OnokueiHm 3 BimkputuMm poctynom (Public blockchains),
npuBatHi OnokueitHn 3 BimkputuM poctynoM (Consortium blockchains), nmpuBarHi OnOKYeHHM 13 3aKpUTHM
nocrynom (Fully private blockchains). [IpuBaThi 6510K4eliHH 13 3aKPUTUM JOCTYIIOM MalOTh Ti K BJIaCTHBOCTI, IO i
iHIII, ajie 32 YMOBH, III0 IIPOCTI KOPUCTYBadi HE MOXKYTh OyTH y4acCHHUKaMHU Mepexi 0e3 miATBepPKeHHS BalliiaTopa,
BOHHM HE 3aBXKAM MaloTh JIOCTYH JI0 YHTaHHs (ainiB saHmtora. B takomy pasi, cucteMa IOBHICTIO IlepecTae OyTH
BIIKDHTOIO Ta HE3aJICKHOKW BiJ TpeTix ocib. BracTuBocTi MaHOT CHCTEMHU: MOBHA 3aKPUTICTh MEPEKi BiJ
HEaBTOPM30BaHUX KOPHCTYBadiB; 3aKPHUTICTh JaHWX BiJ HENPHUBUICHOBAHNX KOPHUCTYBAadiB MEpEXki; IIOBHA
3aJIeKHICTh Bifl KOJIa MPHUBIICHOBaHMX KOPHCTYBadiB; HEMOXIIMBICTh MIPOBeAEeHH: aTaku 51%; BHCOKa CTIHMKICTH Ta
HaJIHHICTh MEpEeXi 32 YMOBH JOBipH a0 BanigaTopiB. el O6mokdeiiH OibIie CXOKUH Ha KIACHYHI IEHTPaTi30BaHi
Mepexi, MpoTe, BOJOMIIOYM BIACTHUBICTIO BEJEHHS JIAHIIOTA B3AEMOIIOB'A3aHMX OJIOKiB, MOXXE BIaJo
3aCTOCOBYBATHUCS JJIi BHYTPIIIHIX 3aKPUTHX IPHBATHHUX MEPEK Ta CHCTEM 3aXHUINEHOTO JOKYMEHTOOO0Iry Ha
MiAnpueMcTBaX abo JepKaBHUX CTPYKTypax, Ae¢ HeoOXimaHe 30epiraHHS ciy>k00Boi iHpopmarii. Ha migcrasi
NpOBEJCHOrO aHaji3zy Oyio chopMysbOBAaHO Taki BHMOTHM 10 PO3POOKH: KOKEH aBTOPH30BaHUI KOPHCTYyBad
CHCTEMH IIOBHHEH MaTH JOCTYIl 1O JOKyMEHTIB; HECAaHKLIOHOBAHHH JOCTYN /O [OKyMEHTIB Mae OyTH
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HEMOXJIMBUM; 3MIHIOBATH, MIiAPOOIATH YM BHAAIATH AOKYMEHTH 3 PEECTPy HMOBHHHO OYTH HEMOXIIHMBO; KOXEH
JIOKyMEHT ITIOBHHEH MaTH aBTopa Ta OyTH mignucaHuii. Buxoasuu 3 BUMOT, 110 Npea'sBISIOTHCS IO CUCTEMH, OYII0
BU3HAHO JOIIJIbHUM BUKOPUCTaHHS PUBATHOTO THITYy OJIOKYEHHY 13 3aKPUTUM JJOCTYIIOM.

Awnaniz moneni 3arpo3 ([uB. Mogens 3arpo3, puc.1) Bkasye, 1110 OCHOBHUMH ITOPYIIHHKAMH €:

1. Incaiimep. BiH Mae gocTym 10 aaMiHICTpyBaHHS JOJATKy peeECTpalii JTOKYMEHTIB abo 1o
aJMiHICTpyBaHHs 0a3M AaHMX JOAATKY, 0 Hece B CO01 3arpo3y 3MiHM HUM LIMX JaHUX.

2. 30BHIiLIHIN MOPYNIHUK (XaKep), 110 MOXKEe BUKOPHCTOBYBAaTH OCHOBHI BPa3IMBOCTI BeO-10/1aTKIB, TaKi K
SQL-in'exmii, CSRF, XSS arakm, ataku moBHOTO mepebopy peecTpaliiHuX NaHWX, 3a[UI1 PO3BIOKH, OTPUMAHHS
aIMiHICTPATHBHUX IIPAB JOCTYITy Ta BHECEHHS 3MiH B peECTpalliifHi JaHi.
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Puc. 1. Moaeas 3arpo3

Buxopucranas texHonorii Blockchain mpm moOymoBi momaTKy BUKIIOUAE MOXIIMBICTH 3MIHH JaHUX
peectpanii Iacaiimepom 0e3 3arpo3u OyTH BHUKPHUTHM, a TaKOX IEPEINTKOMKAE MOMIMBOCTI HETOMITHOI 3MiHU
peecTpanifHUX AaHUX 30BHILIHIM MOPYIIHUKOM. Tako)X BUKOPHCTaHHS NPH IBOMY XEUIyBaHHS Ta 30epiraHHs UX
MEPeBIPOYHAX KOMIB JIO3BOJIIE TMIATBEPMKYBATH IUICHICTP Ta HE3MIHHICTh 3apeeCTPOBAHHUX EICKTPOHHHUX
JTOKYMEHTIB.

@peiimBopk  Laravel Bkitouae ¢GyHKIIT, HEOOXimHI JUisi CTBOPEHHS CYYacHHMX, MIiATPUMYBaHUX,
posmnojineHnx BeO-10JaTKiB. 3aB/SIKM KEeIIyBaHHIO, ONTUMi3alii (pOHTEHIy Ta NMPaBWILHOMY IMOJUTYy KOy Ha
KOMITOHEHTH BJIA€ThCs 3a0e3redyBaTy CIpaBli IIBUAKWI IOCTyn 10 JaHuX. Y dpeidMBOpKy noOpe po3pobieHi
MexaHi3mMu ayteHTudikauii. Laravel nporonye psin BOynoBanux ¢yHkuiidi Oesneku: 3axuct Big SQL-iH'exmii,
3axMCT Bin migpoOku MixcaiitoBux 3anutiB (CSRF), 3axucr Big XSS arak Ta iH. DpeliMBOpK 3axuIlae 3a
3aMOBYYBaHHSIM, YHEMOJXJIMBIIOE HelneritTiMHI SQL-3anuTi 3a paxyHOK HOpMaltizalii BCiX mapamerpiB Imigdac
moOy/IOBH, a TaKOXK eKpaHyBaHHS 3a00poHeHUX html-TeriB i BUBECHHS HOTO SK TEKCTOBHX JaHUX 0€3 MOXKIHBOCTI
BHKOHaHHA. ToMy y cepBici OyiHM BHKOPHCTaHI HACTYIHI TEXHOJOTIl: ¢ppeiiMmBopk Laravel, pemsmilina 6a3a maHuX
MySql, cxoBuIie JaHUX 3 BUKOPUCTAHHAM OJIOKYEHH TEXHOJIOTIH.

B cucremi cTBOpeHi HACTYITHI pOJIi:

- Kopucrysau. Bin Oyzne mMaTu npaBa Ha peecTpaiilo JOKyMEHTIB, EPEris]] 3apeecTpOBaHUX JTOKYMEHTIB,
IO SIKMX BiH Ma€ JOCTYII 3TiHO 3 Horo piBHeM moctymy (Bim 1 mo 4) Ta mepeBipKy HificHOCTI (aBTEHTUYHOCTI Ta
IITICHOCTI) TOKYMEHTIB.

- Anminictpatop. Mosxe Bce Te, 10 ¥ KOPUCTYBad, Ta Ha AOAady IIe Ma€ MOXKIIHMBICTD JOAaBaTH (BUAABATH
aTpuOyTH JOCTYIy B CUCTEMY) Ta BUAAISATH KOPUCTYBAUiB.

- CynepaaminictpaTtop. Moske Bce Te, IO ¥ aJMiHICTpaTOp, Ta IIe Ma€ MpaBa JOJIaBaHHS Ta BHJIAJICHHS
AMiHICTpaTOpIB.

VY miii cxemi € CynepaaMiHicTpaTop, IO CTBOPIOE JIOKAJIBHUX aJMIHICTPATOPIB Yy BiJOKPEMIIEHHX
(TepuTopiasbHO Ta/ab0 aMiHICTPATHBHO) MiAPO3/iJIaX YCTAHOBH YH I INPUEMCTBA.

CTBOpEHO JIBi OCHOBHI 0a3u JaHHX:

1. Joxymentn (Documents) 3 Hactynmuumu noisMu: Homep nokymeHra (DocumentID), ID BukonaBs
(peectpanra) (UserlD), mata ta wac peectpauii (Signing Date&Time), Ha3zBa pokymenra (Document’s Name),
piBeHb JocTymy 10 nokyMeHTY (Access level) — mae 3nauenns 1, 2, 3, 4, xox nepesipku (Verification code) —
XCLIOBaHE 3HAYEHHS Ha OCHOBI CaMoro JOKYMEHTa, Ta KOJy IepeBIpKM MONEePEeIHbOr0 JOKYMEHTa, UIO0
BHPaXOBYETHCS 32 POPMYIIOF0:

VC, = SHA (SHA (DocFile)+ VC, ), M

ne VC - kox nepeBipku (Verification code),
DocFile — ¢aiin, mo nepeBipseTses,
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SHA — ¢ynxkmis xemryBaaas SHA 256.

2. KopucryBaui (Users) 3 HacTynHUMH noJisiMu: ineHTudikarop kopucrysaua (UserlD), I1Ib xopuctyBaua
(Fullname), piBenp pnoctymy no nokymeHty (Access level) — mae 3nawenns 1, 2, 3, 4, ponas (Role) —
cylnepaaMiHICTpaTop, aAMiHICTpaTop, KOPUCTYBay, Kiro4 noctyny (Key) — maposs BXoay B cHCTEMY.

Po3pobnieHo 10aaToK, M0 pealtizye BU3HAYCHI MEXaHI3MHU 3aXHCTy: BUKOpHCTaHHS TEXHOJIOTII OJIOKUCIH
JUISl HEMOJKJIMBOCT] HETIOMITHOT 3MiHM peecTpaliiiHuX JaHHUX 3apeecTPOBaHHUX JOKYMEHTIB; 30€peKeHHS XeUI-CyMU
3apeecTPOBaHMX JOKYMEHTIB Ta BepHiKallis 3apeecTpoBaHUX JOKYMEHTIB; 3aXxucT Bij brute force arak 3a paxyHoK
oOMeXeHHS KiNbKicTh crpo0 ayTeHTH(IKallii Ta BIAIITYBAHHS TalMayTy y 3B’S3Ky 3 HEPEBHIICHHSIM KUTBKOCTI
cpo0, a TaKoX IMepeBipKkd BHOOPY MOCTAaTHBO OE3MEYHOr0 Mapoirto; 3aXUCT BiJl BUKPAICHHS MAPOIIB 32 PaxyHOK
30epiraHHsa B XeIIOBaHOMY BUTJAAL; HamamryBaHHS po3MeXyBaHHS JOCTYIY I 30epexeHHs KOH(DineHIiHHOT Ta
KOMEpIIiifHOT TaeMHHII B YCTaHOBI; 3aXuCT Bix BrpoBamkeHHS SQL iH’ekmiif 3a paxXyHOK BUKOPHCTAHHS METOIIB
ynpasmiaas 3anucamu b/l Eloquen; 3axuct Bix XSS Ta qeskux iHIIAX aTak 3a paXyHOK Bajlifamii BXiIHUX JaHUX Ta
¢inpTpauii BUBOAY BUXIAHUX JaHUX, SKi OyJ0 oTpuMaHO 3 HeHaaiiHuX mkepen; 3axuct Big CSRF arak 3a paxyHok
BukopucTanHs TokeHiB CSRF; 3axuct ceciii 3a paxyHOK BUKOPUCTaHHS IIEPCOHAIBHIX TOKEHIB.

[Tix yac TecTyBaHHs He OyJI0 BUSIBIICHO BPa3JIMBOCTEH IOJATKY Ta MiATBEPPKEHO HOT0 3aXHUIEHICT.

Brnokuyelin norika 3amo0birae crpo®aM 3JI0BMHUCHUKIB, SIKIIO BOHHM 3MOXYTh OTPHMAaTH JOCTYI N0 Oa3u
JAHUX CHCTEMH, 3MIHUTH NEpeBIPOYHMII KOJA IAaHOTO JOKYMEHTa, TOMY IO L€ KOJi BHKOPHUCTOBYETHCS B
HipaxyHKy MepeBipOYHOrO KOAY HACTYIHUX 3apEECTPOBAaHHX JOKYMEHTIB, 10 MIPU3BEAE JO HOr0 HEBIIOBIAHOCTI
Ta OyIe BUSBIICHO T Yac MEpPEBIpKH HACTYITHOTO TOKYMEHTA. 3MIHHTH IMEpeBipOYHI KOIU BCiX 3apeecTPOBAHUX
Mi3HIIIE TOKYMEHTIB, 100 MPUXOBATH 3MiHY 3apeeCTPOBAHOTO IOKYMEHTA, HE BUSBILSIETHCS MOXIIMBHM, TOMY IO
caMi JOKyMEHTH He 30epiratoThcs B CHCTEMI i BUpaxXyBaTH iX XeII-CyMU HEMOIKIIHBO.

BucHoBku

B pesynmerari mpoBeAeHOTO MOCHIIKEHHS MOXKHA BiI3HAYWTH, IO iHTEpeC IO OJIOKYeHH TEeXHOJIOTiH
NPOAOBXKYE 3pOCTAaTH 3 peOpPMyBaHHSAM Ta PO3BUTKOM BCIX cdep yKpalHCBKOI IepkaBH, a camMe MeIUYHOL
pedopmH, CyI0BOI Ta MPABOOXOPOHHOI pedhOopMH, PO3BUTKOM CIICKTPOHHOI JepPKaBH, TaK 3BAHOI «JIiKUTAII3AI»
JIep’KaBy Ta B YMOBax TPUBAIOUOI KiOEPBiiiHM 3 Jep:KaBOI0-arpecopoM. BUKOpUCTaHHS OIOKYCHH TEXHOIOTIH MOXKeE
BUPIIINTH 0araTo npooieM, MoB’I3aHuX 3 OIOPOKPATIEI0, KOPYIILIEI, KPaIKKaMH Ta IIaXpaiCTBOM.

B xoxi po6oTu po3po0sieHO Ta NMPOTECTOBAHO OJATOK, IO peayli3ye BH3HAYEHI MEXaHI3MU 3aXHCTY:
BUKOPDHCTAaHHSI TEXHOJIOTIT OJOKYeHH, 30epekeHHs XEUI-CyMH 3apeecTpOBaHMX JOKYMEHTIB, BepH(iKallis
3apeeCTPOBAaHMX JIOKYMEHTIB Ta 3aXMCT BiJ IHIIMX Bpa3IMBOCTEil BeO-0JaTKiB, HaJalITyBaHHS PO3MEKYBaHHSI
JOCTYITy JUTs 30epeskeHHs KOH(QIACHIIIHOT Ta KOMEPIIiITHOT TAEMHHIII B YCTaHOBI.

OTxe, 3aCTOCyBaHHS OJOKYEHH JIOTIKM B CHCTEMaxX EJIEKTPOHHOTO IOKYMEHTOOOIry HamiifHO 3amobirae
crpo0aM 3JIOBMHICHHUKIB 3MIHUTH 3apPEECTPOBaHI JOKYMECHTH.
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